IP Routing

THE CCNA EXAM TOPICS COVERED IN THIS
CHAPTER INCLUDE THE FOLLOWING:

" Describe how a network works
* Determing the path between two hosts across o neteeork
* Configure, verify, and troubleshoot basic router operation
and routing on Cisco devices
* Describe boasic routing concepts (including: packet
farwerding, router loakup process)
s Configure, verify, and troubleshoot BIPY2
* Access and utilize the router to set basic parametoers
tincluding: CLIYSDM
s Connect, configure, and verify cperaticn stotus of a
clevice interface
= Nerify device configuration and netwaork connectivity
using ping, traceroute, telnet, 55H ar ather utilities
* Perform and verify routing configuration tosks for o static
or default route given specific routing requirements

s Comparg and contrast methods of reuting ond roating
protacnls

= Configure, verify, and trouhleshont O5PF
s Configure, verify, and troubleshoot EIGRP

= Aerify network connectivity lincluding: using ping,
traceroute, and telnst or S5H)

* lrowubleshootl rauting issues
= Aerify router hardwere and aoftware operation using
SHOW & DEBLG comimands

* Implement basic router security




Lo this chapeer, I'm going oo discuss che WP routing process, Lhis
: i sarsrnportant subject o umderstand since iF pertions te sl

L T routers and confipurations dhat use P, IF roudng is che process
af rowving packets frorm ene network o anocher networl wsing routers, And as hefore, by
routers | mean Cisco routers, of course!

Bt hefore you read this chapter, you mpst omderstand the difference betwesn g rooring
peotocol and a routed protocol. A rostiag protocod is used by roucers oo dvnamically find
all thie metweorks i the anternetwork ot ensore that all routers have the some routing
talle, Bazically, a routing prowcol determines the path of a packet chreough an internetwork.
Fxamples of routing protocols are RTF, RIPeL, EIGRT, and OGFF,

Unce all routers know about all networks, & rowted profocod can be vsed to send user
data (packers) chrough the established enterprise. Rooted pristocals are assigned tooan
incerface and decermine the mechod of packer delivery, Examples of routed protocels are
TP sined T,

' pretty sure thart Talean™t have sa el waill that this is definisely 1r||]1||'rr.-|1|I stuft I|:-|-:|||:-'.-l.'
Tou mest likely undersvand chat from what I've said so fae WP
rosvbers s aned they door very well, Againg this chapter s dealing with truly I||1'u|.-||1|¢'r|I.||
material—thess are things vou muse koow if vou wane to understand che objocves covered in
this hials!

In this chaprer, 'mgeing to show vou how to configure and verify I rouding with Cisco
rowers, T be covering che following:

= Routing hasics

= Lhe P routing process
= Aratic routing

s Defaule routing

= Dryrnnnic roufing

Tn Chapter 7, “Frohanee] TGRP (RIGRT) and Open Shoreest Tach Fiese (OAFFL™ T be
moving into more advanced, dynamic routing wich EWGEF and Q5PF, Bt ficse, you™e really
gt ber mal elisen the hasie of how pockets sctually move thriogh an mternetwirk, o let’s
aer started!

Foar up-to-ther mimute upedates for this chapder, please see wew, Tanme . com
E and'or . Sybex . can,
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Routing Basics

Cince vou create an interneowork by connocrng vour WANs and LANs to a router, vou'll need
ter configurs logical neowork addresses, such as 1P addresses, to all hoses on che inrernetworck
~on that they cim cormenemicate aeross that mrernetwaork.

Uliz term romgiag is used for taking & packer from one device and sending it chrough che
network toanarher device on g dbitferent neewoork. Rooters don't really care ahonr hoses—
thev only care about networks and the best pach co cach network. The logical neowork
miledriss of thie desrimation bost s wesed b ger packets teoa network throogh a ronted ner-
work, and then che hardwars address of the hose iz used oo deliver che packet from a router
tox the correct destinacion hast,

1 vour neowork has no coueers, then icshould be apparcnt thar vou are not routing, Kouters
rowte brafhic tooall the nevworks imovour infernetworl, To ke able o roote packets, @ rooter
st koow, ar a minimur, the following:

= Dremsimabom sl res.
= Beighbwor rogters froan which o can lesm aboor renore netwaorks
= Pusshle roores o all remore networks

*  The best route to cach remace neterock
= Howe tmreinbnin ancd verify routing, mformstion

The romter Tesms ahout rermote networks from negghbor rogters or Froaman adrminiseracor,
‘The router then builds a roucing cable ja map of the internerwork) thar describes how oo find
the rermiste networhe, THa network s directly comnectel, then the roorer already knowes Tuns
te gt o i

T e metwenrle 't drect by conmiected to the router, the ropter mst pee one af faao wavs o
learn how oo ger to the remote netarock: stacic routing, meaning thar someone must hand-type
all netweorks Tocatmons e the rooting table, or sonething called dynarmie rioting,

In dysamic vorting, a protocel on one roucer communicates with the same promocol
running an neighbor rooters, The routers then apadate each other about all che nerwarks
they know about and place chis information inco che routing tablz. If a change occurs in
the netwirk, the dynamic roocing protocols aecormatically inform all routers aboor the
cvent. IF stadic rowting is used, the administracor is responszible for updading all changes by
havd into all rowters, Typieallv, ina Large network, g combination of bethodynamie and
static rouing s used.

Rebure wee puenpe trfes the T rooring provess, let™s cake o ook ot g simple examiple that dean-
onstrates how a roweer wses the routing table co route packets out of an interface. Wie'll be
g tropo s more deeailed stody of the process i the nest section,

Figure i1 shovwes asimple two-ronrer nefwork. Tah_A has one seral interface and three
LAM inrerfaces.

Tosuleimg ot Frgore &7, can vou see which inverboe Tab_ A will wse g torwaed an T dlaea-

gram to a host wich an P addeess of LOGLO1O 102
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FIGURE &.1 Asimpla routing sxampls
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By vsing the comnmaned show 1p route, we can see the rooting cable fmap of the internet-
work) char Lab_A uses to make forwarding decizions:

Lab_##sh ip route
[output cut]
Gataway of last resort is5 not set

C 101010024 s directly connected, FastEthernetD N
L 10.10.20.0/24 95 directly connected, FastEthernetisL
C 101030024 s directly connected, FastEthernet/2
L 10.10.40.0/24 95 directly connected, Serial 070

The Cinthe routing table cotpat means chat the networks Bsted are “directly conmected,™ andd
until we add a routing protocol—something like BIP, EUGEP, cte.—to the routers in our inter-
nierwisrle for use static rostes ), we T ave only directly commiected networks oot routing table,

Soler’s get back to he original question: By looking at the figure and the oucpur of the routing
bbb, cane von tell what TP il o wath g recerved pocket that has g destination TP aldress of
Lok 100 L 1002 “The roucer will packet-swicch the packer oo intecface FascEdhernet 000, and chis
inberfuce will frarme che packet aml chen sencd e oot onche network seganen,

Because we can, let’s do anocher example: Based on the cucput of che next routing table,
which inerfaue will a paclet with o destinatom acdilress of TOIWIMT4 be torwardiesd friom?

Laly_&t=h p route

[output cut]

Gateway of last resort is not set

L 10.10.10.16/28 is5 directly connected, FastEthernetd O
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C 11010 8429 is directly connected, FastEthernetDs1
Ln 10.10.10.4730 is directly connected, FastEtharnetl;2
C W0 10,0430 is directly connected, Sarial 040

Firsr, vou can sce chat the nerwork is subneteed and cach incerface has a ditferent mazk. And
Tharve v vell vom—vamn just can™t answer this gquestion oF vou can't sobaes!d TOCT0T0,7 4 wonld
be a hoscin che 10010 1T0082Y subner connected o che FastEtherner?'] interface. Don't freak
ot 1 o don 't get ok Just ge back and rerendd Chapter 2008 youre struggehing, and this shoalil
rrake perfect sense oo vou afterward.

For evervone who's resdy toomove ong let™s gt e this process imomore detail.

The IP Routing Process

The TP rowting, process is farly simple anl doean™ change, regardles of the siee of voor net-
work. For an example, we'll use Figure 6.2 we describe step-by-step whar happens when Host_
A veants towormrnarnicrte wath Hest Boon a dibferene narwerk,

FIGURE &.2 [P routing example using twao hoste and one routsr
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I this example, a user on Hest_A pings Hosc_ s P address, Fouting docsn’t ger simpler
tham this, bt i seill imvolves o Lot of steps. Let's weorls through chens:

1 Tovernet Conerol Messigre Provocel (TOMT crentes an echo reguest pavloand Dwhich s juss
the alphaber in dhe data ficld).

2. LCAME hands chat pavlead oo Internet Protocol (U1, which then creaces a packer, At a min-
aervwen, s pachet contiaims an T souree adidress, an T destination address, and o Pristoeol
ficld with ULh. (Femember char Cizco likes to use Ox in frone of hex characters, so this
conled ok ke 01,3 Al e ek pells che recerving hose whorroie should baml the payload
to when the destination is reached—in chis cxample, 1CME.

3. Ohee the packet s ereptedd, TP derermimes whether the destiva i TP acdilress s on the loeal
ﬂ:n’-r'.-.ll'k O 4 [CIMGLC Gnc.

4. Hinee TP deserrnines that this s a remiste teguest, the packer neals o be sen teothe defauls
pateway so the packet can be routed o the remore neowork. The Begistoy in Windows is
parrsel v Foed the configured default gareway,

8. The default gateway of bt 1721000, (Huose_ A s wonbigured v 17216101, For chis
packer oo be senc oo the defaule pareway, the bardware address of the rourer’s intertace
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Frheres 0 feonhigored with the TP acidress of TZ2Z1000,77 mvst be koo, Why? 5o che
packer can be handed desarn oo che Data Liok Laver, framed, and seoc to the roucer's inoer-
Face that™s comnecred] ro the 172018 1000 netweark. Becinese Bosts only cormmmoricite v
hardware addresses on che local LAMN, ic: important to recognize that for Hose_A to com-
municate oo Hose_L, it has oo send packers oo che Media Access Coneeel (3MAC] address
of the defaule gareway on the local networl,

RS acddresses are alveines Incal on thee LAKN anc rewser go throog b amd pease
E a3 routar.

Mewt, rhe Adilress Resolunon Proneee] (CATRTY cache of the host s checkenl poosee b the
I address of che default pateway has alveady been resolved oo a hardware address:

If it has, che packet is then free to be handed oo the Drata Link Laver for framing. {LThe
harilware destination uldress s alse bancded deosen with thae packes. ] To view the ART
cache on your host, wse the following command:

Ciiparp -a

Tnterface: 172.16.10.2 --- Ox3
Internat Address Physical Address Typa
172.16.10.1 00-15-05-06-31-b0 dvnanic

I the hardware aldress wn's already mnothe ART cache of the bost, an ART Droadeas
is zent out onto the local nenwaork to search for the hardwars address of 172,16, 10,1,
The roter responds ti che regquest and provales the bardware acdilress of Ethernet 01,
and the host caches this address,

Onee the packet and destination bardware addeess are handed oo dhe Daca Link layer, che
TAM driver tsowsenl mo prosende v acss via the cepe of TAN being psesd (i chis examiple,
Echernet), A frame is then generated, encapsulating che packer with control information.

Withian that frarme are the haribware destinaion ancd sooree aldreses plos, inthis cise, an
Echee-Uvpe field thar describes che Meowork laver protocol thar banded dhe packer to the

Trata Tank Layer—in this imstance, TP A the end of the frame s something called o Frame
Check Soquence (FUS) field thar houses the vesule of the ovclic redundancy check (0RO

Thee Frame weonnll Teols semerhing e bt Twe detailedd in Figore 6.3 Trcontaims Hise_As
hardware (MAC) address and che destinacon hardware address of the defaule gateway. I
choes not inchade the rermoge hose's BMAC aldnes—remenher thai!

FIGURE &.3 Frame used from Host_A to the Lab_ A routar when Host_2 is pinged

Dastination MAC Source MAC Ether-Type Parkat FG&
iroutars B0 MAG 2ddregs)  [Host_A MAC address) | field o 1CGRC)
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O che brame s complited, 17 hanaled diswn o the Phesical Taver e be pot on the
phivsical medium (in this example, cadsoed-paic wive) one bit ar 2 cime.

Frery device in the collisicn darmn recerees these baes angd bailds the trame They each
run A RO and check the ansarer in che FOS field, 1F the answers don™ march, the frame

is discarded.

If che CRAC matches, then dhe hardware desonation address is checked to scc iF it
miztches fons Jwhich, i this exarnple, 5 the routes™s interface Frherner 0,

It it's a mateh, then the Ether-Tepe belid s checled e tind the proocol vsel af the
Metwork layer.

10, The packet s pulled from che trame, ancd wehae s Tett o the frame sodisearidel. The packet

is handed o the provocol listed in the Ether- Uyvpe ficld—it's given to 1P,

M. WV receives che packer and checks che WP destination addeess. Since the packet’s destination

acilris doesn™ match any of the adidreses conbigored on the receiving router iself, the
roueer will look up che destinacion 1P netarock address inits rourcing table.

12, The routing table muse have an eotey for the neparock 172,16 20,0 or the packet will ke

chisesrrdes] immediately avl an TOMP message will be sent back o the origanating device
with a destination neowerk vnrcachable messape,

12, I the roucer does find an cnoey for the destination necwork inits table, the packer iz switched

tu the exit anterfuce—in this example, intesfiace Etheroet 1, The vutput below displavs the
Tab_ A rowter's toating table, The Cmeans “irectly conmectel " ™ routing prisousls are
necded inchis neowerk since all nerwrocks Jall taro of them) are disectly connecred.
Lab_&>sh ip route
Codes:C - poAnected, 5 - static,T - TGRP,R - RIP,M - mobile R

BoF, O - ELGRP,EX - EIGRP external,O - OSPF,LA - O5PF intar

area, N1 - O5PF K554 external type 1, N2 - O05PF HS54 external

twpe 2, E1 - O%FF external type 1, E2 - 05PF external type 2,

E EGP,§ - T%-T1%, 11 - I5-T& lewel-1, 12 - IS5-T& lewvel-2, da

- I5-I5 dntearsa * - candidate default, U - per-user static

route, o — ODR P - periodic downloaded static route

zateway of last resort is not set
172.16.0.0/24 i5 subnetted, 2 subnets

[ 172.16.10.0 s directly connectaed, EthernetD
C 172,16, 20,0 45 directly connected, Ethernetl

14, The router packet-switches the packet to the Etherner 1 buffer,
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15. The Fthernet 1 haffer needs te know the bardvenre aaldress of the destimaion host sl
first checks the ARF cache.

. IF the hardware adilress of Heost B has already heso resolved s is o the roprer®s ART
cache, than the pacler and rhe hardware address are handed down roothe Dars Link
Laver to be framed. Lecs take a look ar che ARP cache on the Lab_A router by uzing
the show ip arp cormmanl:

Lab_A#¥sh ip arp

Protoco]  Address Ageimind Hardware adder Type  Interface
Internetr 172.16.20.1 - 00d0. 58ad.05F4  ARFA  Ethernetd
Interner 172.16.20.2 3 0030.9492.a5%dd ARPA  Ethernetd
Taternes  172.16.10.1 - el . 3&ad . DRaa  ARPA  EthernetD

Imternet 172.16.10.2 12 0030.9492 . ad4ac  ARPA  Ethernetl

Thie alash (-1 erizans chat this s the phosical mterface on the roater, From the outpat aluowe,
wo can soe that che router knowes the 172016102 (Host_A) and 172 16,2002 [Host Lb

haredware adddresses, Ciss rovters will keepoom entry mthe ART cable fus 4 hoors,

o Ifthe hardware aildress has noe already been resolved, the rooer sencds an ART reguiest
out E1 looking for the hardware address of 172 16,202, Host_B responds with ics
harilware adidress, amil the paclet ancd destivation hardware adidress are both sent o
the Diata Link layer for framing.

16. The Daca Link laver creares a frame with the desonation and seurce hardwars address,
Frher-Type tield, and FOS el ot the end, The frame o handed to the Phyesical Laver tis be
senc out on the physical mediu one bic ar a time.

17 Hosc B receives the frame and imemediately runs & CRC, I che cosult matches whac's
e the FOS el the hardwire destinasion address s chen checked, T the hiss s o
match, che Echer-1ype ficld is then checked to derermine the protocol thar che packet
shomled b Timcled soar the Metwork Giper—IF i this example.

18. At rhe Merwork Liver, T recerees the pacleer aml checks the TN desoimsmion adidress, Since

there's finally a macch made, dhe Protocol ficld is checked to find our whons the pavlead
shomled b given i

19. The payload is handed oo UMY, which understands that this is an echo request, KOMP
resmponls v this By imomediately diseariding the packet and generating @ new paylosd a5 an
ccho reply.

20. A packer is then created including the source and destination addresses, Promocol ficld,
al pavloaed, The destination device oo Hisi_A,

21, T then checls rooser whiether the destonation TR oddress oo device on the Tocal TA™ or
o rerncte network, Since the destiration device soom a remate network, the packes
neods to be sont to che default gatewary,

22, ‘The default gateway 1P address is found in che Begisoy of che Windows device, and the ARP

watichee 1w checked tir s oF the hardbeeare acdedress hos already been resal v froem an TP seldrese.

23, Once the hardware address of che default gateway is found, the packet and destination
Trredwerre saleresses are baneded desen to che Thta Link Taoyer for framing,



Tha IF Routing Procass s

24, The Data Tank Laver trames the packet of inforrmaeion and meludes the following in
the header:
* The destimanion amal somree Bumdwarre adilres.es
*  The Echer-Type bield with Co0800 (1P in i
o The FOS field weith the CRC result in tow
25, The friome v v handend dosen o the Phesacal Biver 1o be sent oot over the nerworl
mediwm one bic ar & dme.

26. Lhe routers Ethernet 1ineerface roceives the bits and builds a frame. Uhe CHC s mun, and
the FOS helil s checled to male sore the answers manch.

27 Choge the R s ol fo be cloay, the Bumdworre destimanion address vs checked, Simaee the
roueer’s interface is a marcch, che packet iz pulled from the frame and the Edher-Uype ficld
1% checked toosee what pristocol ot the Wetwork Liver the packes should be delivered to,

2B. The pristucol s determimed to b TP, sioor geds che poclet, TF runs 0 CRO check on the
I header firse and then checks che destinarion 1P address.

header for arrors.

% IF doee not run a complate CRC as tha Data Link layer doss —it enly checks the

Finee the TP destination address doesn't match any of the rourer™s imrerfuces, the rogting
table is checked to sce whether it has a route ro 172,16, 10,0, If it docen™ have a route over
o the destimation nerwork, the paclet wall be dbseardel immediarelv, (This s the sonree
point of confusion for a lot of adminisrrarors—when a ping fails, mose people think diz
paclesr never repchel the destivaion host, But as we see bere, that's oot alepays the case.
Adlit cakees is for just one of the remote rourers to be lacking & cowee back to che originating
host's network aml—poeT—rthe packet s dropped on the refare fee, noe on s way o
the hosr.)

g Jusl i quick naote to emendine that swhen [ the packet is lostan the way back
P tothe onginating host, yvou will typically 588 a *requast timed cut™ massage
because it is an unknosen ecror. 1§ the error oeurs Because of a knosen issue,
such as if a routs is not in tha routing table on tha way to the dastination
derwice, vou will see g destinationn unreachabde message. This shoold help
wvou determine if the problerm oczurred on the way to tha dastinetion or an
ther wy bk,

28, Inthis caze, the router docs know how to get to network 172,16, 10, 0—che exdr incerface
1% Ethernet D—sis the paclet s switched tooinferface Brthernet 01

30, 1herouter checks che ARP cache oo derermine whether e hardware addeess for 172,016,102

T slrencdy Been resiolveil.
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3. Hinee the hardwre acdilress v 172100002 b alresnly cached frorm the origanating trip to

Hose_L, the hardware address and packer are handed o che Data Link Laver,

32, The Thzea Tk Laver Tunlds o frame wath che destnanion bamdwome adiress and sonree
hardware addrass and then pots 1P in the Erher- Type field. & CROs ronoom the frame and

the result is placed o che FOS ficld.

33, Ihe frame is then handed oo che Physical laver to be senc out onto the local netarock one
Tt at a tine.

2. The destimation host recerves the frame, tons o CRC, checls the destination hardware
address, and looks in che Echer-1Tvpe field ro find out whom to hand che packet oo,

35. T s the designaten] receiver, and after the paclet s handed 1o TP ar the Metworl Tiyer, o
checks the prorocel field for further divection. LP finds inscructions to give the pavload to
TCRAT, vl TOMT leterrimes the packet to ke an TOMP echao reply,

36. TOMP acknonwlelges chat it has recesve] the reply by seniling anceschimtion point 0t the

wser interface, WM then attempts to send four more eche requeses to the destination host,

You'wve just expericnced Lodd's 36 casy steps to understanding P rouding, Uhe ke poine

tor milerstined ere o thae oF on Tl o moch Larger network, che process seoulad e the s,

I a really big incernetwork, che packet just gocs cheough more hops before ic finds the desti-
1t host.

It's super-imporcane o remeniber char when Hest A sends a packer o Haosc B, the desti-
nacion hardware address vsed is che default gateway's Echerner interface, Why? Becavse
trames can't be placed on remore networks—omly Tocal networks, 5o packets destined tor
remete networks must go chrough che default parcway,

Tet's rake a Lok ot Hlose_ A% ATRT cache nows

Cih Farp -a

Tnterface: 172.16.10.2 --- 0x3
Intarnat Address Fhivsical Address Twpe
172.16.10.1 (H=-15-05-N6-31L-f dyranic
172.16.20.1 (H=-15-05-N6-31L-f dyranic

Thel vosw netice that the hardware (M AT address thar Hest_ A wses fo gt to Hist_Boos che
Lab_A Edincerfacer Hardware addresses are alreays local, and they never pass a router’s inter-
b, Ulnderstancding this prowess i s importand asaie by, socirve chis imeg voor memary!

Testing Your IP Routing Understanding

Treslly st v ke swee o wncderscamd T routing because i's super-imporeant. S0 Fm
f_l:lillf: oo imse this section to fest vaor |.||u|¢1'!.'|;;r|;|'r|t'_ il the 1Y LRI, [ATLerss |1:.-' |'|:|'.-i||f: ¥
look at a couple of figures and answer some very bazsic I routing questions.

Figare 6.4 shows a TAN conmected to Router Ay which s, i torn, conmiected via o WA
link te Bouterls, Bouterl las & LAMN connected wich an HULP server attached.,
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FIGURE &.4 [P routing example 1
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Uhe critical information vou need to glean from chis fguree is exaccly how WP routing will
vwenr in this examiple, Olory—we'T chent a b, TH give vouw the answer, bot then yo shialid
o back over che fpure and see if vou can answer example 2 withour looking ar my answers.

1. The destinadien address of a frame, from Hoseh, will be the MAC address of the Fusd
amterface o the Router A router.

2. The destivatin aaddress of o packes will be the TP address of the nerwork mterbiee cind
INIC af the HITTP sarver,
3. Ihe destinaden port number in the segment beader will bave a value of 80,

Uhar example was a pretty simple one, and it was also very o the poinc, Ooe thing to
rermenther i that (Bt ple hosts are commmmicaing s the server using HTTE, they rouest sl
use & different source pore number. That is how the scover keeps he daca separated at the
Transpor Tayer.

Let's mix it up a lictle and add anocher inmernerworking device into the netaedk and then see
ih wom can el the answess, Figore 805 showes o network weth only ane rowter Bo b switches.

FIGURE 6.8 IF routing example 2
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What vow wind fo omderstand about the TP routing process here s what happens when

Hostd sends data to che HTLPS server:
1. Ihe destination address of a frame, from HoseA, will be che MAC address of che FOYG

nterface of the Router & rooter.

2. The destination acdilress of o packer will be the TP aldress of the nerwork imterbce cond

LT af the HEULPS server,

3. The destination port number in che sepment header will have a value of 443,

Thats beaause switches have nothing v doowith rooting, Twonder o many of v chose the
switch az the default gateway (destinarion] MAC address for HoseAr I vou did, don’c feel
avil—ust fake anather ook with thar faot ol TEs very impartant o rermember thar the
destination MAL address will abwavs be the rourer’s interface—if vour packets are destined
tor atsile the TAT, as they were in these Lt two examiplis,

Before we move inte seme of che more advanced aspeces of WP routing, let's discuss UM
i more deral, as well as howe TOMT s e ioan imternerwnrk, Tale o look ar the nerwork
shown in Figurs 2.6, Ask vourself whar will happen if the LAMN interface of Lab_U gocs down.

FIGUWRE 8.8 ICNF error pxample

El Ed m Ed
/- __F---ff *
Host A Haz1 B

Lab € will wee LOMP to inferm Host A that Host B can’ be reached, and icwill do chis by
senclivg an TEMT destiva b vmreschable messagre, Lo of people think char the Tab_ & rouger
would be sending chis message, but they would be wrong because the router that sends the
messig is the one with that inerface that's down,

Let's look ar anocher problent: Look at the output of & corporate rowter’s routing calle:

Corptsh 1p route

[output cut]

1921682150 [120/2] wia 192 16E.20.2, 00:00:23, Serial(f0
192.168.115.0 [120/1] wia 192.168.20.2, 00:00:23, SerialdyO
192.163.30.0 [12041] wia 192.168,20.2, 00:00:23, Serialds 0
192168200 is directly conpected, Serialdqn
192.168.214.0 5 directly connected, FastEthernet0/ 0

™M om o= om

What do we see here? IE D weere oo tell vou char the corporate router reccived an I packet
with osowmee T aclidress of T92 168,214 20 amd o destinanon adilress of 1792 108,223, whai

de vou chink the Corp roueer will do wich this packet?
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TF vomn sanaly, “The packer come inoon the FastFrhernes 080 mterbice, bor since the ronting
table docsn’t showr & route co network 142168220 (or & defaule roune), the router will
ahsearil che poclet and send an IEMP destination onrenchable message back oot interface
FascEtherner 040,7 vou're a genius! Lhe reason i docs this is becanse thacs the source LAN
where the packer erginared from.

Mo, Tet"s check ot anorher figure ancd galle abusar the Frames aml pocloets indetal. Really,
wie're not exactly chatting about anyihing news; Uy just making suee chat vou torally, com-
plesely, fully pnderstand basie TP rooving, Thae's becaose thes ool and the exam objectives
it's geared roward, are all about IP roucing, which means vou need to be all over this stuff?
Wl use Frgure &7 For the nest bew questions,

FIGURE &.7 Basicl|P routing using MAC and [P addressss

=y S0 =g
SFT e P
Falul

Fatvl

{0
.
/.-f"'

|
Ln-[:-:‘l N e pe——
- 1 2 3 4

Jd
Sales
ZArvEr

Beferring vo Figure 6.7, here™s a list of all dhe quesdons vou noed che answers o emblazoned

m oy Braimg

1. Tnorder to begin comrmmmomicting with che Sales seever, Host 4 senals oot an ART reguest,
How will the devices exhibited in the topolegy respond oo this request?

2. Hosc4 has received an ARP reply, Host 4 will now build a packet, chen place this packer
i the trame, What information will be placed o the beader of the pacler that leaves
Haose 4 if Host 4 i going to communicate oo the sales seover?

3. At last, the Lab_A rourer has reccived the packer and will send ic out Fall'u onte the
T.A™ toward the server. What sill the frame have oo the header as the soorce and des-
tination addresses?

4. Huost 4 s chisplaying tweo webs docornents from the Sales server inbws browser windiows
at the samie time. How did the daca find itz way to che correct browser windowrs?

L probably should wrice the following ina teensy fonc and put them upside down in another
pare of the book so ic would be really hard for vou to cheat and peck, but since ics acoually
wim wher™s going to Tose out if vou peek, hete are voor answers:

1. Tnorder o begin cormnomicating with the server, Hist 4 sends oot an ART reguest. How
will che devices exhibived in dhe wpology respond o this requesc? Since MAC addresses
rnnst sty on the local network, the Tab B rowter sall responid with the BMAC aildress of
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the Fallfih inderface and Hose 4 will seml all frammes fooche WA address of che Tab B
Falyth intertace when sending packets to che Sales server,

2. Howt 4 b recemved an ART reply, Host 4wl noew Banlid o packet, then place this paclo
in rhe frame. Whar informarinon will be placed in rhe header aof rhe pacler thar leaves
Hose 4 if Hest 4 i going to communicate oo the sales seover? since we're now talking
abst pachets, nob brames, the soorce oldress wall be che TP acdidress of Hose 4 and thee dies-
tination address will be the 1P address of che Sales server.

3. Finally, che Lab_A rourer has ceceived the packet and will send ic out Fal®) oneo che LAR
tovwearrad the sereer, What will the trame have inche haander as the source and destinabon
addressest Lhe source MAL address will be the Lak A router’s Faldd incertace, and the
destination WAC address will he the Sales server®s BMAC adilrees, (AN BMAC adilresses

must be local on the LAR.)
4, Hosr 4 is displaying two wel docomients from che Sales server in tweo different brosaser

winlorees st the saome tiene, o dlid thie dats fined s s rorhe correcs hroneser weimlom
TP pore numibers are vsed to dircer che data to che corvect application window,

Crrestt! Bt wee"re vt apute dlone vet, Py g o Fese more guestions bor voo before yos actu-
ally get vo configure routing in a real necwork. Feady? Figure 8.4 shows a basic network, and
Huse 4 neals to e ermail, Which adidress will be placed in the destination address feld o che
frame when it leaves Host 42

FIGURE B.8 Testing basic routing kriowdedge:

e ana R
Faill Fail

Uhe answer is that Hose 4 will use the desrination MAC address of the Fatil interface of
the Laub_B rowter—swhich T s sore vou knese, right2 Took ar Figore &8 agaim: Host 4 need s
to communicate oo Hose L Which 051 layer 3 source address will be placed in the packes
hieader when it renches Hose 12

Hepefully vonn knose this: At laver 3, che soorce 1 adilress will be Host 4 amd the destina-
tion address in che packet will be che 1P address of Hest L O course, the destinacdon MAL
acdilress froem Hist 4 will alwies e the Fadfldress of the Tab_B roorer, sighe? And sinee
wi have more than one rourer, we'll need a routing prorocel thar communicarcs between both
af therre so that trafhic com be forsarded nothe mgh direcrion o reach the networl inowhich

Hase 1 is atrached.
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Olsry—ume misre gqueestion sl vou're v yone wary to Beingan T routing genios? Again,
using Fipure 6.5, Host 4 §s cransferring a file to che email server connected to che Lab_A
rorber, What weomld b the Taoyer 2 destination address leaving Hist 47 Y, Tve asleenl this
guestion mare than once. But not this one: Whar will be the source MAC address when the
frame iz reccived ar the email server?

Hopefully, vou answeral chat the Liver Ddestivaiion oldress Teaving Host 4 will be the
MAL address of the Faid) inrerface of the Lab_B roueer and chat the source laver 2 address
that the erml server will recerse wall be che Falddll mrerface of the Tab & rooger,

If vou did, vou're all set oo get che skiony on how WP routing &= handled in a larger neoworck.

Configuring IP Routing

Te™s tirme bor gt sertons aml wonbigore o real network! Figare 0.5 shows Hve routers: Corp,
Kemorel, Femote2, Kemooe3, and the 87 1% (which iz a wircless router]. Kemember char, by
lebaule, these routers anly ko abiot neeworks that are directly conmected v then, Yowalso
want oo keep in mind that the 1242 shown in che fgure is an access point—uoor a wircless
rowter Dike the 87T Think of the acucess poant asomore o g hob than g rooer,

FIGURE 6.9 Configuring IF routing
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A von vight goess, Twe gob gquite s mice collection of riters Fer os o play wirh, The Corp
router isa 2811 with a Wireless Controller medule; somicthing vou'll get oo sec in Chaprer 12,
Termcae ronrers 1and 3 are 1847 18R roorers, anad Remore2 a0 801 wirh o wereless W cand
and & swirch modulz, Uy simply going oo call the group of remete routers K1, B2, and K3,
1You can soll perform mest of che commands | use in this book with older courers, but you

mieet] ar lewst o onewe B0 e TS0 series rooron che STINL

Uhe firse seep for chis project is o cocrectly configure cach rovurer wich an I address oncach
mterbace. Table 0.1 shows the T aldress scheme T giang o use o conbigore the networl,
Afrer woe go over bhowr the netwrock is configured, U cover how to confipurs P routing. Each
network in the following table has o Z4-bir subner mask (23523525300, which makes che

interesting (subnetl ccret the dhird one,

TABLE 6.1 Metwork Addreseing for the |P Natwaork

Router Metwork Address Interface Address
CORP

Carp 1mn.1.1.0 Fon m1.1.1
Cor 10020 S0 10120
Cor 10,130 S0(DCE] 10130
Carp 1n.1.4.0 =140 1M0.1.4.1
Carp 10180 =280 M1.51
A1

A1 10120 H05000 {DEE) mn1a.z
R1 10,130 50407 10132
A1 10160 FO0 10180
1 10,100 Fon 10,100
R2

n2 1.1.4.0 SO0 (DCE) M40
Az 018D DA 10180
R2 10,140 FO0 1001480
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TABLE 6.1 Metwork Addressing for the [P Network fcontinusd)

Router Network Address Interface Sddress
A3

A3 10.1.5.0 Soeend (DiZE] 10.1.5.2

A3 10,1900 FWD 101101
A3 maarua Fi 101,113
BT1W

BTN 1n.1.91.0 Wlan 1 maiiz
BAW 101120 Dot 1raclich 11,141
1242 AP

1242 AF 1170 BWI 10.1.1.2

Uhe roucer configuration is really & pretey sweaighttorward process since vou just need oo add
I siledresses for o inferbaces and then perform o g shutdown on those some miterfaces, Tr pets
a tad more compdex laer on, but for righe o, let's configues the 1P addeesses in the nerwrock.

Corp Configuration

Wo noed to confipure five inerfaces to confipure the Corp rourer, And configuring the host-
mizrness b esch rourer will make wentifaanon muoch easiers While we'ne ar i, why nor ser the
interface descriptions, banner, and router passwords coo? I8 a really good idea to make a
kit of wontiguring thess commands on every router.

U'o get started. | performed an erase startup-configon the router and reloaded, soowe’ll
stirt an serop mede, Tehouse nooto entering setop rmedie, which swall get os straighi o che oser-
name prompe of the consele, 'm geing to configurs all my roweers chis way except for B3,
which T comifigure wsing the STIM just for fun, You wom conbigure vour rooters either way,

Here's how 1 did all thar

——- Gystem Configuration Dialog ---

Would wou Tike to enter the initial configuration dialog? [yes/nol: n
[output cut]

Press RETURH to get started!

a4 10
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Routerdcontig t
Router{configl#hostname Corp
Corplconfigi¥enable secret todd
Corplconfigl#interface fastEthernet 071
Corplconfig-ifl#ip address 10.1.1.1 255,255.255.0
Corplconfig-ififdescription Connection to 1242 4P
Corploconfig-iflsne shutdown
Corplconfig-ififint s0,/0/0
Corplconfig-ifl#ip address 10.1.2.1 255,255.255.0
Corplconfig-ififdescription 1st Connection to R1
Corplconfig-if1fne shut
Corplconfig-ifl#int sd001
Corplconfig-iF1fip address 10.1.3.1 255.255.255.0
Corplconfig-ifl#description Znd Connection to Rl
Corplconfig-if1fne shut
Corplconfig-ifl#Fint sd/1,0
Corplconfig-iF1fip address 10.1.4.1 255.255.255.0
Corplconfig-iflisdescription Connection to R2
Corplconfig-if1fne shut
Corplconfig-ififint s0/2,/0
Corplconfig-ifl#ip address 10.1.5.1 255,255.255.0
Corplconfig-ififdescription Connection to RE
Corplconfig-if1fne shut
Corplconfig-ifl#line con 0
Corplconfig-Tlinelfpassword consaole
Corplconfig-Tinel#login
Corplconfig-Tine1d logying synchronous
Corplconfig-Tinel#exec-timaout 0 0
Corplconfig-Tineldline aux 0
Corplconfig-Tine)#password aux
Corplconfig-Tine1d login
Corploconfig-Tinel#exit
Corpleonfigi¥line viy 0 7

<1-1180% Last Line number

TLrE
Corplconfigi¥line vy 0 1180
Corplconfig-Tinelfpassword telnet
Corplconfig-Tinel#login
Corploonfig-Tinelfexit
Corploconfigl#ng ip domain-Tlookup
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Corplconfigi¥banner motd # This 9% my Corp 2811 ISR Router &
Corploconfig-ifia-E

Corpieopy running-config startup-contig

Destination filemame [startup-config]?[enter]

Building configuration. ..

[0 ]

Corps#
I you heve a hard tims understanding this configuration procese, refar back
to Chapter 4, " Cisoo's Internebeorking Opersting System (05| and Secarity

Device Mansgar (S0OM]."

Tor view the TP rowting tables created on g Claco router, use the cormmand show ip route,
The command curout is shown as followes:

Corpitsh ip route
Codes: C - connected, % - static, R - RIP, M - mobile. B - BGP
' - EIGRP, EX - EIGRF external, O - O%FF, T& - 0S5PF inter area
Ml - 05PF W554 extermal twpe 1, W2 - OGFF H55A external tType 2
El - 05PF external type 1. E2 - O5PF extarmal type 2
{ - I5-I5, su - I5-I5 summary, L1 - I5-I5 Tewel-1, L2 - I5-I5
lewal-2, da - TE-T% inter area, * - candidate default, U - per-user
static route, o - DR, F - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/24 9= subnettad, 1 subnets

C 10.1.1.0 is directly connected, FastEthernetnf 1
Corps#

It's importane oo remcmber char only configured, dirccdy conneocred netwocks are golng to
shisw up i the routing table, Seowhy i thae Tonly ser the FastBthernetD0 anterface in the
routing talle? Mo worrics—chac’s just bocavse vou won't sce dhe serial interfaces come up
urehil the other sule of the seral links s operational, A soon s we conbigore our BT, RE aml
K3 routcrs, all chose interfaces should pop right up.

Bt alial weou nostnee: the Conche Tebt side of the output of the rooting table? When vou see

thiat there, it means thar the neowaork is diveetly connected. The codes for cach ovpe of connee-
tion are listed at the top of che show ip route command, along with their abbreviations.

ﬁ Irv ther irrterrezst of bressity, e oodes weill e cat in the rest of this chaper.
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The Corp serial imterfaee QAT 5 o THEE cormection, which meams that we need o acil the
clock rate command oo che interface. Kemeomber that vou don't need oo use the clock rate
currnrmsd i pronluction, Even though this s very true, it's stll imperative that pou koo s
when vou can use irand chat vou understand ic really well when studying for vour CURA cxam!

W can so¢ our clocking with che show controllers command:

Corptsh contral lers 07071
Tntarface Serialls nsl
Hardware is GTY96K

DCE V.35, clock rate 2000000

Che Last thing hefire we get into configumng the Remote routers: Thd v nogice thee clisel
rate s 2000000 under che sV L interface of the Corp roweer? Thacs important bocavse if vou
think Back rowhen we wers contiguring the Corp router, son T recall that Tl ser the clock
rate. Lhe reason L didn't is because ISE routers will aveo-derocr & DHCE-ovpe cable and aweo-
mtically conbigure che clock rare—a really sweer feature!

R1 Configuration

Mow we're ready oo configure the next router—ER L Uo make that bappen cocreedly, koop in
] that wee burve four imberbaces to deal wath: seral G000 seral 000, FastFrhernes 000, amil
FastErherner 71 So let's make sure we don’t forget 1o add the hostname, passwords, interface
descriptions, and banoer to the router configuration. As | did wich the Coep rourer, 1 erased
the comfrgurarion and reloadel,

Here's the configuracion | used:

Rliherase start

% Incaomplete command.

Rlferase startup-config

Erasing the nveam Filesystem will remove all configuration £iles)
Cantinue? [confirm] [enter]

[0K]

Erase of nwram: complete

Rlitre | oad

Proceed with reload? [confirm][enter]

[output cut]

BErrar opening tftp: /255,255,255, 250  network-confg {Timed out)

RError apening tFtp: F255. 2552552550l soonet L ofg (Timed out)

—-—- Sy=ztem Configuration Dialog ---

Would you Tike to enter the dritial configuration dialog? [vesfno]: n
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Febure weer mvve on, Tres by swesrnt v cliscnss the above autpat with v, Fiest, notoe that the
new 124 15K courers will no longer take the command erase start. Uhe router has only one
cimmrmang] sitter arase that scarts with s, a5 shown here:

Routerterase 7
startup-config

Tkrerwe, vou'il think chat che TOS swonld compinue to aceept che commmsmd, but nope—sorry!
‘Ihe second thing L wane to point our is char che outpuc cells we dhie coweer is looking fora LEFLP
bt v s iF it csn cdoswenleonad g contigueation, When thae fals, i goes straighe into setup mde.
‘This pives vou a great picours of the Cisco router defaule boot sequence we talked abour in
Chapter 5,

wkay, let's get back to configuring our router:

Prass BETURN to get started!

Routerien

Routerteonfig t

Router{configl#hostname Rl

RL(configi¥enable secret todd

RifconTigi#int s0000

Rl config-1F)4ip address 10.1.2.F 255.255.255.0
RL(config-ififDescription 1st Connection to Corp Router
RLconfig-ififna shut

RiCconfig-ifi#int 50,01

Rl config-1Fi4ip address 10.1.3.F 255.255.255.0
RifconTig-iTiéno shut

Rl config-ififdescription Znd connection to Corp Router
Rifconfig-ifi&int FOAD

Rl config-1F)4ip address 10.1.6.1 255.255.255.0
RifconTig-ifi#description Connection to HostA
RLconfig-ififna shut

RiCconfig-ifi&int Fsl

Rl config-1F)4ip address 10.1.7.1 255.255.255.0
RifconTig-ifi#description Connection to HostB
RifconTig-iTiéno shut

RL{config-ifi&line con O
RifconTig-Tinel#fpasswerd console
Rliconfig-Tinelflogin

Rl config-Tine ¥ logging synchronous
RifconTig-Tinel#fexec-timeout O 0
RL{config-Tinedd line aux 0
RifconTig-Tinel#passwerd aux



k2] Chapter & - IF Routing

Rl config-Tine1d login
Rifconfig-Tinel#sexit
Rliconfigi¥line vty O 7
<1-807> Last Line numbar
Crs
Rl configi¥line wiy O BOT
Riconfig-Tinel#password talnet
Rl config-Tine1d login
Rifconfig-Tinel#kanner motd # This is my Rl 15K Router #
Rl configi¥ma ip domain-lookup
Rl configi¥enit
Rl#copy run start
Destination Filename [startup-config) 7lenter]
Building configuration...
[0K]
GNE

Tet's rake a Lok gt our conbguration of the nterfaces,

Rlizh run | begin interface

interface FastEthernetd 0

description Connection to HostA

ip address 1I0.1.6.1 255.255.253.0

duplex auto

spaad autn

I

intarface FastEthernatls1

description Connection ta HostE

ip address 10.1.7.1 255.255.253.0

duplex auto

spaad autn

I

intarface Serialls N0

description 1st Connection to Corp Rowter
ip address 10.1.2.2 255.255.255.0

|

intarface Serialls N1

description Znd connection to Corp Rowter

ip address 10.1.3.2 255.255.235.0
!
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The show Ap route comrmmmd disples the following:

Rigshow ip route
10.0.0.0/24 9= subnettad, 4 subnets

Ln 10.1.3.0 is directly connected, Serialds/0/1

C 10.1.2.0 is direct Iy connected, Serialdynsm

Ln 10.1.7.0 is directly connected, FastEtharnetlys1
C 10.1.6.0 is directly connected, FastEthernetnsn
R1#

Motice thar rourer KL knows hewwr oo ger oo netarocks 100130, L0120, L L70, and
T 60 W can v pang to the Corp o router Frimm Bz

Ri#1g.1.2.1

Type ascape sequence to abort .
Sending 5, 100-byte IOMF Echos to 10.1.2.1, timeout is 2 =econds:
I

Success rate is 100 percent {545}, round-trip mindavgsmax = 172/4 ms
ELi

Mow let's go back to che Corp router and look at the routing table:

Corpitsh ip route
[output cut]
1F.0.0.0/34 is subnetted, 4 subpets

Ln 10.1.3.0 is directly connected, Serialds/0/1
C 10.1.2.0 is direct Iy connected, Serialdynsm
C 10.1.1.0 is directly connected, FastEthernetnf 1
Corps

since the serial links ave up—remember, DCE is now derocted avcomatically wich LB, rouers
sl the clowle mare toaorormatically acdilesd v the inerbace conbiguration—wse can now see all
three, And once we configure B2 and B3, we'll see two more networks in e roudng cable of dhe
Corpr roweter, The Corp ronster can™ se either the 100600 e 1001, 7.0 nevwirls beciose we

don't have any routing configured et

R2 Configuration

Tircombigure B2, we're goimg tocda pretey eomch the sarme thingg we dicd with the ather fas riaers.
There are three inferbaces: sera ]l V2T, FusaFabermer CARTL ol Thar ] Traclin Q8387 ton el with, ancd
again, wo'll be sure oo add dhe hostnare, passwords, interface descriptions, and & banner to the
rowter configuratio

Routerien
Routerteonfig t
Router(configl#hostname B2
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R2(configi¥enable secret todd
R2Cconfigli#int =020
R2iconfig-ifimip address 10.1.4.2 255.255.255.0
R2{config-ififdescription Connection to Corp ISR Router
R2Cconfig-ifl#no shut
R2(config-ififint FO0
R2{canfig-ifi#ip address 10.1.9.1 255.255.255.0
R2(config-ififdescription Connection to HostC
R2Cconfig-ifl#no shut
R2iconfig-ififint dotllradio 0/3/0
R2iconfig-i1fimip address 10.1.8.1 255.255.255.0
R2fconfig-ifiFdescription Admin WLAN
R2{config-ifisesid ADMIN
R2config-if-==id)#guest -mode
R2(config-if-ssid)tavthentication open
R2{config-if-s=sid)#infrastructure-ssid
R2(config-if-ssid)ing shut
R2{config-ifi#1ine con O
R2(config-Tinelfpassword consaole
R2(config-Tine1dlogin
R2{config-Tinel#lopging swvnc
R2(config-Tinelfemec-timeout O 0O
R2(config-Tinelfline aux 0
R2{config-Tinel#password aux
R2(config-Tine1dlogin
R2Cconfig-Tinel#sexit
R2(configi¥line wviy O 7

<1-807> Last Line number

LU e
R2Cconfigli#line wiy O BOT
R2(config-Tinelfpassword telnet
R2{config-Tinel#login
R2(config-Tinelfexit
R2{configli#banner motd # This is my R2 ISR Router #
R2fconfigli#ne ip domain-Tookup
R2(configiN~T
R2ithcopy run start
Lestination filename [startup-configl¥[enter]
Ruilding configuration, . .

[OK]
R2it
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Mrce—everything was pretty stragghtforwanl except for that wireless inferface, s trie, the
wircless interface is really juse ancther intecface on a roucer, and ic looks just like thar in the routing
tabile s weel L Bty i vmiler o brivg up the wireless inferbace, more conbigurations are needed than
fou a simple FascEdherner incerface. So check out the following ourpur, and then Ul t2ll vou about
the special configuration needs for duis wircless interface:

R config-1fi%int dotllradiod /30

B2 config-1F1%ip address 10.1.8.1 255.255.255.0
R2fconTig-iTi#description Connection to Corp ISR Router
B2 config-ififna shut

R2Cconfig-ifi¥ssid ADMIN

B2 contig—if-551d) fguest -mode
R2{conTig-if-ssidlwauthentication open

B2 config-if-ssid)finfrastructure-ssid
R2{conTig-if-ssidl#ne shut

S0, whar we oo here & thar evervihing is pretty commonplace vntil wee get oo the 5510 config-
uraien, Thes s the Service Set Tilentibies that crentes o wireless netwoth that hosts can conmect m.
Linlike access points, die intecface on the B2 roucer is acually & routed interface, which is che rea-
somt why the TP ackilress is places] woiler the phesical inferfae—rvpically che T address wonlil be
placed under rthe management ¥EAM ar Bridge-Cironp Virma! Interface (11,

Uhar guest-mode line means char che inrecface will broadeast the 5510 5o wiceless hosts
will wrclerstanad that they can conmect o this imterbace, Authentication open means st
that...no aucthenticaton. [Even so. vou siill have to ovpe char command in ar minimuwm oo
mithe the wireless inberbice work, ) Tast, the infrastrocture-ssid mdicate char this mser-
face can be vsed to communicate oo other access points, or other devices on the infrastroc-
ture—tu the el wared network teself,

Lt weait, we're not done vet—we still need to configure the DHCE pool for die wircless clients:

R2tconfig t

R2(configi¥ip dhcp ponl Admin
R2{dhcp-configk#network 10.1.8.0 255,255.255.0
R2(dhep-configifdefault-router 10.1.8.1
R2C{dhcp-configlifexit

R2(configi¥ip dhcp excluded-address 10.1.8.1
R2CconTigh¥

reating DHCP pool: on a courer is actually a pretoy simple process. Lo do so, vou just
ereate the poul mame, adil the networkfSubmes and the defanle gareway, and exclude any
aaleresses oo don't want lanadend our (ke the detaole gareway adidressh, And vou'sd wsually
add a DY server as well

The putpur of the tolliwing show g route cormnand displavs the directly conmected nei-
works of LU L2, B, and 4.0, as vou can soc here:

E2itsh ip route
10.0.0.0/24 9= subnettad, 3 subnets
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10.1.9.0 is directly connected, FastEthernetnsn
10.1.8.0 is directly connected, DotilRadiol/s3/0
1140 is directly connected, Seriallf2/0

Mo M

R2#

The Corp, BT and B2 rowters novw have all cheir Tinkes up, Bot wee still need o configure B3

tthe 871%W rourer) and che 1241 AP,

Wireless metwnrks will be discusseaed indetail in Chapeer 12, " Cisoo's Wire less
E Trechneolongies.”

R3 Configuration

Tt aas Tsanaly oo gasing von st the STEM foor the B3 router. 3y Birse step s fooset an T adidres
on the PO interface. | used a crossover cable oo conneer my PO dicectly oo the B8 port,
e sinee Twomit mooset up the router wich secority, Tve got to configore the roorer gk
to che factory defaults, | can do chis via the CLI juse as L showed vou back in Chapter 4, but
s ety g while Tot easier v do this peing 5TIR2
Using HULP, Iwas able vo access the B3 router, go oo the Confipure page. and choose Addi-
tioral Tasks, Then, Tjost clicked om Confiuration Mamgermens and Reset v Factore Thefault,
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1 clicked the Keser Bouter buteon in che boctomi-right corner and then configured my PO
wsing the dhirections shown on the sereen i the ahove sereen shaot,
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Againg using HTTER, Teormected ok v ST gsing the TOUT0CT0T adedress that was prowidesd
in the direcdons, 505 had mic log in owice with che usernarme cisoo as well az a passaord of cissa,
Ttbeers band vor swcepst the certsbicte froen thie rovrer, and Trogeol o wirh g secore connection,

Uhe firse ching che router had me do afrer S0 was loaded was change the vsername
and pazsword.
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Uhen | oceded to log in again vsing my now name and password.
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Atter that, Tehose Configure anil chen Trerfaces and Cormections, which s in the upper-
lett corner, under Home, Clicking che Serial (PPP, HDLC or Frame Felay) button got me o
where Tooald chonse Creare Bew Conmectom,
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Thee Cresrte Mew Conmection boston toals et che WAN Wheanl,
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I was then able mo choose my interface; then | clicked Mexe.
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Tthen chose High-Tevel Thata Tink Control and chicked Mese, [T get oo HDLC in
Chapter 14.)
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I Ulnngenberesd s eruly aninteresting configuration beeaose if lets you set up g necwork
connccrion without wsing an 1P address. Instead, vou “borrow™ an P address from another
active inferface, This comes in pretty bamdy oF you happen ts b oo e shoet onsubnes!

Awpway, the next screen asked if 1 wanted o set up stance routing and M40 Apgain, this is
something Ul get ineo mere laver on, so we're not going to configurs it just ver.
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Tulicked Finnsh, anil the commumds wers aplosded oy B3 rowter, (T going o configure
both che FOA and BV incecfaces the same way.)

ITEH ®irarrd Lk b red 00
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Atter chovsing the FastErherner 007 interbace from the some locarion from where T
started to configure che sUAV] interface. | chose Create Mew Connecrion and was taken
tea the T.AMN Wicard.
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The TAN Whcard allisws wou to eicher choose strighe ronting Dwhich sowhat we want
to do here) or configure 302,100 wunking, which Ul discuss in detail in Chaprer %, Yirtual
LA™ Tenmbigmred che T acddress aml mask aml then chickesd ™ext.
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What's conl abour the S0 at this poing is thar it waoold build a DHCP server for this LAMN
b Towarted e rons, Slang this s ensy,
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=

Sonwe Dacuicdentally enteral the werang T adldress for FIRT, the conly way b change if niow
i5 oo choose Configure and Edic Interface/ onnection in the 530M, or use che CLL
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Froen here, T dooble-chick on che FastEthernet 00 imterbice and chamge the TF address,

After using the LAN Wizard co sct up FUAL L had to save che configuration and chen recon-
Figgure ey PO ints thie sight serwork and reconnect to 3T fo verify my configuration,

We're good—HR3 is now configured! Even chough moy conzole and WIY password get con-
Fggured auromatically when Taet up the wser teddd, Tsoll ool to chose Conbigore and then
Additional Lasks and chen Fouter Properties to sot the hosmare and cnable secret password.

B871W Configuration

Although Tesm wonbigure the 871 rooter wich ST, T conbigees b wsing the CTT Frest, Treed
ter crase the default confipuration and relead it as | did with the other routers Jexcepr B30

Bouteren

Router#config t
Routerconfigi¥hostname B71W
aFWCcanfigi¥int wlan 1

BTN config-1F)#ip address 10.1.11.2 255.255.255.0
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BT config-ififne shut
BAWCconfig-ifl#int dotllradio 0
BFUNCconFig-iF1fip address 10.1.12.1 255.255.255.0
A¥iW(confHig-if)#nn shut
BAIWCconfig-iflassid RIWLAN
BT config-if-said)tguest-mode
BIWCconfig-if-ssidi#authentication open
RFWconfig-if-ssid)tinf rastructure-ssid
BIWCconfig-if-=sidi#line con 0
R7W config-Tlinelfpassword consaole
RFWconfig-Tine)ldlogging sync
BAWCconfig-Tine)#exec-timaout 0 0
BT config-Tinelrexit
BAWCconfigli#line wiy O 7

<1-4>  Last Lime numier

TLrE
BT configi¥line viy 0 4
BAIWCconfig-Tine)#password talnet
RFWconfig-Tine1d login
R7Wconfig-lineldip dhep poo’l RIWLAN
BN Cdhep-config)#metwork 10.1.12.0 255,255.235.0
RFWdhep-configifdefan ]l t-router 10.1.12.1
RFW(dhep-configlresit
BAWCconfigli#ip dhop excluded-address 10,1,12.1
BT configi¥enit
B/ 1Wcopy run start
Destination Filename [startup-config) 7lenter]
Building configuration...
[0K]
B le

Uhe 571 has a four-port swicch, which mecans dhat vou've gor oo place che 1P address
prcler the ragnagerment VTAN interface. Yo jost can't get away with simply patcing, T/
addresses on layer 2 switch interfaces.

Tur be togally honest, Trhink this was o Bster conhigoratiom than gsing ST But T goess,
in production, the 53005 wich HUTFS would really be a more sooure way oo adminisoer che
rowter, Ancd as promiased, I sdusew von sonm Qo Chaprer 120 why osing ST 2 the cisier way
for g when visg want b set op wireless secority,

Let's cake a look at the routing talle now:

A71W¥=h 1p route
1W.0.0.0/34 is subnetted, 7 subnets
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C 10.1.11.0 is directly connected, vlanl
Ln 10.1.12.0 is directly connected, DotliRadiaol

W have both our nerworks showing divectly connecred. Lec's confipure our lase device,
and then we'll stare configuring routing,.

1242AP Configuration

Combrguring the T242AT 06 g bar ditferent becawse it ancagess poant Gagaing think hubl, nes
a roucer, Ul configure this device from the CLL but vou can vse an HL TV incerface as well,
Bt wosn it pse ST The HTTT ingerface will b ensier tfoonse whenowe startalding seeority

and when we get inte some more complex confipurations.
Chek ot the outpur:

BpEn
Passward:
apitconfig t
aplconTigi¥hostname 1242AP
12428 configi¥enable secret todd
2428PCcanfigl#int dotlliadio O
124280P config-iFlrdescription CORPKLAN
L2420PCconfig-1F14ne shutdown
L2428PCconfig-1fl#ssid CORPRLAN
12428F [ config-if-ssid) tgues t-mode
124248F [ config-if-ssididauthentication open
12428 config-if-ssiditinf rastructure-ssid
124248F(config-if-ssididexit
12428PCconfig-ifl#Fexit
124280PCconfigi¥lime con O
124248F [ config-Tine)#password console
12428 config-1ine)1d login
124248Fconfig-Tine)# lopging synchronous
12428 config-11ne fesec-timeout O 0O
124248F config-Tinel#exit
12420PCconfigi¥line viy 0 7

<1-15 Last Line number

RN e
124248FCconfig}&Tine vty O 15
124248F [ config-Tine)#password telnet
124248F [ config-Tine)# login
12428F [ config-Tineldint buvi 1
12428P(config-ifl#ip address 10.1.1.2 255,.255.255.0
12428 config-if1fne shut
12428PCconfig-ifl#Fexit
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124248 config)fip default-gatesay 10.1.1.1
12428F configl¥ip dhop pool CORPALAN

12424F dhep-configitnetwork 10.1.1.0 255.255.255.0
1242AFdhcp-config)#default-router 10.1.1.1
12428F dhcp-configl#exit

12428 config)fip dhop exeluded-address 10.1.1.1
12428F configl#ip dhop excluded-address 10.1.1.2
124248 config)ine ip domain-Tloohup

12428P configl#" £

12424 copy run start

Destination Filename [startup-config) 7lenter]
Building configuration...

[0K]

12428P%

Even though the 5510 configuradon is che same a5 it is for the B2 routed radio incecface,
mistice there™s i T acdilress oauder the T T el 0 imterbace, Whe? Becawse in's vt o roorel
poert, 5o the WP address is instead placed under the Bridge Virtual Intesface (B, Lalse scta
detault gatewsy so this device con be moamaged Froon ootside the LA™

You necd to koow that juse as wich a switch, vou doo’t noed to add an IV address to the AP
for it to function. | could just as casily have added the DHOCP pool to the Corp couter for che
wireless TAM, not gildecd an TP sl ress or pusl vex the AT e all, ool or sl seombed bave weorlod
just the zame.

Configuring IP Routing in Our Network

Crur neowork s good to go—righe? Afver all, ic's been cocvectly configured wich IF addreszing,
acdrroristrarive Functions, amleven clocking Caotomatically en the TAR rowersh, But bow does
a rourer send packers oo remete nerworks when che only way it can send them is by looking
at the routing table vo Bl oot hes o get to the remiste networhe? Cor conbigared toorers
only have infermation abour directly connecred neoworks in cach routing table, And whar
b ppens when g rowter receives o pachoer For o nebwork that isn®t lated inthe rooring cable? T
docen’t send a broadease looking for the remete nerwork—the router just discards it Period.

S re ot et ly resdy reorock afrer all Bor neoweorries—ihere gre several warys toocon-
figure the routing tables oo include all the netwocks in our little internetarock o that packers
will b forwenraded, Arl swehant™s Bt Fur one netwark et secessarily whats best tor anisther,
Linclerstancding the different tvpes of monting will really belp von come opeowith the bt solo-
tion for vour specific covivonment and buzsiness requircmenes.

Yo' I Tearn abwot the Following fepes o routing i the Fullissing sections:

= Apatic routing
= Defaule routing

= Drynamic routing
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T'er iy v seare off by deseribing and implermencing static routing o our network becanse
if vou can implemene seatic rowting sad make it work, it means you have a solid understanding
uf che snernetworl, fo lets get started,

Static Routing

Stats rometingg owecors when vou sl acld sootes inesch rower™s ronting table, There are
pros and cons oo static routing, but that's cue for all roucing processes.
Aratic routing has the Belliswing benefis:

®  Thers is ne overhesnl onothe rowter CPL swhech mgins von could possibly buy o cheaper
roueer than vou would use if vou were using dynamic rouring,

s Thers iz no bandwidth usage beowcen rourcrs, which means vou could possibly save
mney an AN hinks,

= Tranlds securmity Becawse the adeamiserator can choose toallow roobing aceess o certain

networks only,
Aratic routing has the Bl disadvantages:
= The adrmimiserator mose teally onderstand the internetwork and bow sach router s won-
nected in order to configure routes cocrectly,
= Ifa nerwork s added o the internerwerk, the administrater has ro add a soure oo it enoall
rourers—by hand.

= T net bessible i Giege nerworks Becawse ointaings it seouled Te o full-tire godon ipsel £

Oy —rhat sined, hiere's the comomamad svndaes voann pee toadd astane oaste tooa rooding rahle:

ip route [destination_network] [wask] [rext-hop_address or
sxitinterface] [administrative_distance] [parmanent]

Thes hist dleseribes ench corranand i the sirings:
ip route  The commmd msed fo erente the stane Toore,
destination_network Lhe ncowork vou're placing in the routing table,
mask Lhe subnect mask being used on the network,

next-hop_address  The address o the nexe-hop router that wall receive the paclet anl for-
ward it oo the remote necwerk, This s & router incerface that's en a diccctly connected net-
work. Yo minse b able v ping che rooter interface before vou adid the route, T vou bvpe in
the wrong next-hop address or che inecface oo thar router is down, che static route will shovar
up in thee rourer’s conbigoration bt net inthe routing table,

extitinterface [led in place of the nexe-hop aldress of vou wang, ancd shows up as s
directly connecred route.,

adwinistrative_distance Ly default stacic roures have an adminisceacve distance of
T ier even O vow pse an esif interface instesd o g nest-hop adilress ], Yo can change the
defaule value by adding an adminisceative weight at e end of the command. Ul talk a ot
e abuot this subject Laver in the chapter wehien we get mo the section ondvnamie ronting.



k) Chapter & - IF Routing

permianent  TF the imterbice o shot diswn or the router can't corranomicate to the nexse-hop
router, the rouee will aueomadically be discarded from che roudng cable. Choosing che
permanent option keeps thie entry o che rooting cable no matier what happens,

Bictore we dive into configuring starc routcs, ler's take & look at a sample stade route and
ser w it wee can o oot about i

Router{configl#ip route 172.16.3.0 255,255.255.0 192.168.2.4

= Theip route comemand tells us simply that e s g seafic roofe.
= 72.18.3.0 05 che remore netwock wee wane oo send packets oo,
= 23325352550 s the mask of the remote netweack.

= IM21aE. 24 s the nexe hop, or rourer, woe will send packets oo,

Howwever, suppose the static route looked like chis:
Router{configlfip route 172.16.3.0 255.255.255.0 192 _16R.2.4 150

The 130 at che end changes the defavle adminisceacve distance (AL of L oo 13U, Mo worrics—
T ealle voch ey skt ATF when we ges inte dvnsmie rowting., For nowe, just rernemiber that
the AL is the truseworchiness of a rouce, where O s best and 255 s worst.

Chee mire example, thenswe'll start configuring:

Router{configl#ip route 172.16.3.0 255.255.255.0 s0/0/D0

Tistead of using o nesi-hop address, we can ose an et imterbe thae will male the rouge
show up as a directly connecred network, Functionally, the next hop and exit interface work
exactly the same, T help v omderstand o stabie rootes work, T demomnstrate che con-
figuration on the internerwork shown previously in Figurs 6.9,

Corp

Fach rowting table suromticn Ty imeludes directly commected neswaro, To b able o rote mooall
neowerks wichin the inrerneoworks, the routing table muose include informacion chat describes
where these other networks are et aml how tooges mo then,

Uhe Corp router is conneceed to five neoworks, For the Corp rourer to be able to roure 1o
all networks, the flliswing nerworks have mo be configored e i rooting cable:

= liLled

= L1170
= JIL1LED
= 10LED
= Ll
= lLllL

= 1Lz
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The tullirwing rowter patpot shows the static routes o the Corp roorer aml che roating
table arter the configuration. For the Corp router to find che remowe nerwerks, | had oo place
anenery inbe the touring table deseribing the remote networl, the renore mask, anl where o
send the packets, Lam going to add a " 1507 at che cnd of cach line te raise che adminiscrarive
distance. ("When we get to dvnamic routing, vou'll see why 1 did it this way.)

Corplceonfigd¥ip roote 10.1.6.0 255.255.255.0 10.1.2_2 150
Corplconfigd¥ip roote 10.1.6.0 255.255.255.0 10.1.3.2 151
Corpfconfig)#ip route 10,1.7.0 255.255,255.0 10.1.3.2 150
Corpleonfigd¥ip roote 10.1.7.0 255.255.255.0 10.1.2_2 151
Corpfconfigi#ip route 10.1.8.0 255.255,255.0 10.1.4.2 150
Corplceonfigd¥ip route 10.1.9.0 255.255.255.0 10.1.4_2 150

Corplcanfigléip route 10,1.10.0 255.255.255.0 10.1.5.2 150
Corplconfigi¥ip roote 10.1.11.0 255%.255.255.0 10.1.5.2 150
Corplcanfigléip route 10,1.12.0 255.255.255.0 10.1.5.2 150
Corplconfigi¥do show run | begin ip roote

ip route 10.1.6.0 255.255.255.0 10.1.2.2 150

ip route 02652662650 10.1.3.2 151

ip route L0 255,255,255.0 10.1.3.2 150

ip route L0 255,255,255.0 10.1.2.2 151

ip route L0 255,255,255.0 10.1.4.2 150

ip route 10.1.9.0 255.255.255.0 10.1.4.2 150

ip route 10.1.10.0 255.255.255.0 10.1.5.2 150

ip route 10.1.11.0 255.255.255.0 10.1.5.2 150

ip route 10.1.12.0 255.255.255.0 10.1.5.2 150

EEEEE
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For networks 10,0160 and 10,170, L pur in boch pachs to cach network, bue | made one
link o higher (1515 ATL This sl bee o Bacloap rowte i cise the other bink fails TET e chen
both the same AD, we would eod up with a routing loop. (5tatic roucing can't handle muoldple
links o the same destiva i) Atrer the rooter toeonbigered, vou can cepe show p Froute o
zoe the staric rouncs:

Corplconfigifdo show ip route
10.0.0.0/24 45 subnetted, 12 subnets
10.1.11.0 [150/0] wia 10.1.5.7
10.1.10.0 [150/0] wia 10.1.5.7
10.1.9.0 [159040] wia 10.1.4.2
10.1.8.0 [1500] wia 10.1.4.2
10.1.12.0 [150/0] wia 10.1.5.7
10.1.3.0 is directly connected, Serialds/0/1
10.1.2.0 is direct Iy connected, Serialdynsm
10.1.1.0 is directly connected, FastEtharnetlys1

[ O e T T B P T BT
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10.1.7.0 [150/0] wia 10.1.3.2
10.1.6.0 [1500] wia 10.1.2.2
10150 is directly connected, Seriallf2/0
10.1.4.0 is directly connected, Seriall/1/0

[ B *a T

The Corp roter s comfrguresd to roote and koo abot all sootes coall networle, Toon-
figured two routes oo cach remete nerwork on KL, but the roudng table will only show the
roswfe with the Tower ATY, The other linlo will shose upoon the routing tabde only i the bk with
that lower value it's currently using fails.

Tt von b pnclerseaml chat iF the routes don’t appear i the routing table, t's because
the rourer can’t communicate with the nexe-hop address vou™e configured. You can use the
permanent parameter to keep the roore inche rosting table even iF the sest-hop deviee can’
be contacred.

The % i the precealing routing table entries means thae che neework s statse entry, The
L1/0] = che administrative distance and mecre (something we'll cover later] to the remete nee-
wiork, Here, the nest-hop inerface s 0 inchicatings chae o7 directly conmected,

Ukay—we're good. The Corp router now has all dhe information it necds oo communicate
with the cther remge networks. Boe keep ol cha if the BT, B2, B3, and 7T routers
arcn’t configured with all the same informadon, the packers will simply be discarded, We'll
vieenl bex b this by conbiguring stabic roores,

Dine’'t stresss abioot the TEDATRT a1 the cmd of ihe static rooie configuration. §
E provmmise Daill ediscuss the topeic really sconin this chapter, not s later one ) Be

assured that vou don't naed to worry sbout it at this point.

R1

‘The K1 rourer is dirccely connected to che necwerks LG L2, 100130, 10ULa0, and LUL 170,
sox et vt gl b comifigure the bollowing stabie rootes on the BT roofer:

= 1110
= L1440
= lL1.50
= JIL1LED
= 1A
= I
= I
= 1Lz

Heres the wontiguration for the BT router. Remember, we'll never creare g stane roote fo
any network we're dircctly connected o, and we can vse che next hop of cither L0121 or
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T AT sinee wee barve twen links between the Corpoand BT routers, T change between nexi

hops soall data doesn't go down one link, Lt ceally doesn’t macer which link Luse since Lean't
lexnl-halinee wirh static roating, W'l be able to Tead-balanee when we pee dynamie roting
like AP, ELGEP, and O5FE, bur for nowr, the Lnks will just pravide a backap route to cach net-
work. Ler's check out he outpur:

RL{configi¥ip route 10.1.1.0 235_255.255.0 10.1.2.1 150
RL{configi¥ip route 10.1.1.0 235_.255.255.0 10.1.3.1 151
Rlicon™igi¥ip route LO.1.4.0 255.255.255.0 10.1.2.1 150
RL{configi¥ip route 10.1. 4.0 235_255.255.0 10.1.3.1 151
Rlicon™igi¥ip route LOL1.5.0 255.255.255.0 10.1.2.1 150
RL{configi¥ip route 10.1.5.0 235_255.255.0 10.1.3.1 151
Rlicon™igi¥ip route LOL1.8.0 255.255.255.0 10.1.3.1 150
RL{configi¥ip route 10,1 8.0 235_255.255.0 10.1.2.1 151
Rlicon™igi¥ip route LOL1.9.0 255.255.255.0 10.1.%.1 150
RL{configi¥ip route 10.1.9.0 235_255.255.0 10.1.2.1 151
Rlicon™igi¥ip route LO.1,10.0 255.255.255.0 10.1.3.1 150
RLiconfigi¥ip route 10.1.10.0 25%_255.255.0 10.1.2.1 151
Rl{con™igi¥ip route LO.1,11.0 255.255.255.0 10.1.3.1 150
RLlicon™igi¥ip route LO.1,11.0 255.255.255.0 10.1.2.1 151
Rlicon™igi¥ip route LO.1.12.0 255.255.255.0 10.1.3.1 150
RL{configi¥ip route 10.1.12.0 25%_255.255.0 10.1.2.1 151
RifconTigi¥do show run | begin ip route

ip route 10.1.1.0 255.255.255.0 10.1.2.1 150

ip route 10.1.1.0 255.255.255.0 10.1.3.1 151

ip route 10.1.4.0 255.255.255.0 10.1.2.1 150

ip route 10.1.4.0 255.255.255.0 10.1.3.1 151

ip route 10.1.5.0 255.255.255.0 10.1.2.1 150

ip route 10.1.5.0 255.255.255.0 10.1.3.1 151

ip route 10.1.8.0 255.255.255.0 10.1.3.1 150

ip route 10.1.8.0 255.255.255.0 10.1.2.1 151

ip route 10.1.9.0 255.255.255.0 10.1.3.1 150

ip route 10.1.9.0 255.255.255.0 10.1.%.1 151

ip route 10.1.10.0 255.255.255.0 10.1.3.1 154

ip route 10.1.10.0 255.255.255.0 10.1.2.1 151

ip route 10.1.11.0 255.255.255.0 10.1.3.1 154

ip Poute 10.1,11.0 255,255,255.0 10.1.2.1 151

ip route 10.1.17.0 255.255.255.0 10.1.3.1 150

ip route 10.1.12.0 255.255.255.0 10.1.2.1 151
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Thes was o precty long contiguration becaose Teonhigored twa paths v ench nebwork,
Ly looking ar che routing talle, vou can see char che K1 router now understands how to find
eitch metwork:

Rl configiNdo show ip route
1.0.0.0/34 is subnetted, 12 subnets

5 10.1.11.0 [150/0] wia 10.1.3.1

5 10.1.10.0 [15040] wia 10.1.3.1

5 10.1.9.0 [1500] wia 10.1.3.1

5 10.1.8.0 [15040] wia 10.1.3.1

5 101120 [150/0] wia 10.1.3.1

C 10130 s directly connected, Seriallfosn

L 10.1.2.0 is diractly connected, Serialdys0/0

5 10.1.1.0 [15040] wia 10.1.2.1

L 10.1.7.0 is directly connected, FastEthernetly1
C 10.1.6.0 is directly connected, FastEthernetnsn
5 10.1.5.0 [1500] wia 10.1.2.1

5 10.1.4.0 [1500] wia 10.1.2.1

Uhe B roucer now has a complete roudng cable, As soon as che other rourers o dhe incer-
nerwork bave all the neoworks in their rourng alle, B 1 will be able to communicare with all
e sy rll.'!|'|.'|-'||T|l: S

Rerrveembier, the rowte with the bigher sdeoinistrative distanee: will not shoe
E upinthe reuting teble unlzss the routa with the lowear ad ministrativa distanze

IO Y.

R2

The B2 mipater 15 derectly cormiected to thres neteearks 1001400 1008, sl 1015900, s
these routes need ta be added:

= lLlLA
= 120
= 1130
= 1A
= I
= LT

= I



= I
= L1z
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Heres the configuradion for che B2 router:

R2fconfigi¥ip route 10.1.1.0 2535.255.255.0 10.1.4.1 150
R2{configi¥ip route 10.1.2.0 235.255.255.0 10.1.4.1 150
R2fconfigi¥ip route 10.1.3.0 2535.255.255.0 10.1.4.1 150
R2(configi¥ip route 10.1.5.0 235_.255.255.0 10.1.4.1 150
R2fconTigi¥ip route 10.1.6.0 2535.255.255.0 10.1.4.1 150
R2{configi¥ip route 10.1.7.0 235.255.255.0 10.1.4.1 150
R2{configi¥ip route 10.1.10.0 25%_255.255.0 10.1.4.1 150
R2fconTigi¥ip route 10,1.11.0 255.255.255.0 10.1.4.1 150
R2(configi¥ip route 10.1.12.0 255%_255.255.0 10.1.4.1 150
R2fconTigi¥do show run | begin ip route
ip route 10.1.1.0 255.255.255.0 10.1.4.1 150
ip route 10.1.2.0 255.255,255.0 10.1.4.1 150
ip route 10.1.3.0 255.255.255.0 10.1.4.1 150
ip route 10.1.5.0 255.255,255.0 10.1.4.1 150
ip route 10.1.6.0 255.255.255.0 10.1.4.1 150
ip route 10.1.7.0 255.255.255.0 10.1.4.1 150
ip route 10.1.10.0 255,2585.255.0 10.1.4.1 150
ip route 10.1.11.0 255.255.255.0 10.1.4.1 150
ip route 10.1.12.0 255.255.255.0 10.1.4.1 150

The tullirwing vutpur showes the touting table oo the B2 roater:

R2fconTigi¥do show ip route

1F.0.0.0/34 is subnetted, 17 subpets
A1.0 [15040] wia 10.1.4.1
L1000 [15040] wia 10.1.4.1
9.0 is directly connected, FastEtharnetl/0
B0 is directly connected, DotllRadiol/3/0
A2.0 [15040] wia 10.1.4.1

5 10.1

g 10.1

C 10.1

C 10.1

5 10.1

g 10.1.3.0 [150/0]
g 10.1.2.0 [150/0]
5 10.1.1.0 [1505G0]
5 10.1.7.0 [150/0]
g 10.1.6.0 [150/0]
5 10.1.5.0 [15050]
C 10.1.4.0

wia 10.1.4.1
wia 10.1.4.1
wia 10.1.4.1
wia 10.1.4.1
wia 10.1.4.1

wia 10.1.4.1

is directly connected, Serialdy2;/0

=
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T2 v shoses all 12 nerworks wnche ingernetwaorleg sk toa can mose commpmgzate wich
all routers and netwocks (char are confipured s far),

R3

The B3 roarer 15 abrectly commiescres] to mesworks 1000500 100000, smed 1T0,1,711.0, T wee
need o add these routes:

= lLlLA
= 120
= 1130
= 140
= 1L
= L1170
= lIL1LED
= 120
= 1Lz

Ay before, To ganng to ose 5TOM co conbigure the scatie rooting for the B3 rooter, The
configurarion is pretov simple, and Lean use cither che next-hop addeess or che exit interface,
Since I like to ovpe as Litdle as possizle, I'm going with che exit intertace hecanse iv only rakes

a manese chick,

Lot 1P S-adks Herda
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Adter all por routes are configurel, we can see them in the routing sereen,

P ranl b nberowd See o b lievior Mow mer P2

Lo T gUE JIN] ] LI S SRR R

From chis screen, i is casy oo edit the soatic routes,
Tit's balew ar Tesuile ot the conbigrariva ol the roating table wplosded o the rovrer from ST

Rigshow run | begin ip route

ip route 10.1.1.0 255.255.255.0 Seriald 0 L 150 parmanent
ip route 10.1.2.0 255.255.255.0 SeriallA0s1 150 permanent
ip route 10.1.3.0 255.255.255.0 Serialds 0 L 150 parmanent
ip route 10.1.4.0 255.255.255.0 SeriallsNs1 150 permanent
ip route 10.1.6.0 255.255.255.0 Seriald 0L 150 parmanent
ip route 10.1.7.0 255.255.255.0 Seriallf0s1 150 permanent
ip route 10.1.3.0 255.255.255.0 Seriald 0L 150 parmanent
ip route 10.1.9.0 255.255.255.0 SeriallADs1 150 permanent

ip route 10.1.12.0 255,255.255.0 FastEthernetds/1l 150 permanent
Eitshow ip route
10.0.0.0/24 45 subnetted, 12 subnets
10.1.11.0 is directly connected, FastEtharnet0/s1
10.1.10.0 is directly connected, FastEtharnet0/0
10.1.9.0 is direct Iy connected, Serialdyosl
10.1.8.0 is directly connected, Serialds/0/1

[FL T o T
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101120 is directly connected, FastEthernetD 1
10.1.3.0 is diractly connected, Serial0f0s1
1.1.2.0 s directly connected, Seriallfosn
10.1.1.0 is directly connected, Seriall/ogsl
10.1.7.0 is diractly connected, Serial0f0s1
10.1.6.0 is directly connected, Seriallf0sn
10.1.5.0 is diractly connected, Serial0f0s1
1140 is directly connected, Seriallf0sn

EC I e T I L P R A P

L

Lisileing, at the show g route commsmd autpat, vou can see that the stanic toares are
listed as divectly connected. Strange? Mot really, because Lused the exit inrerface instead of the
next-hop aldress, and bimctionally, thers"s nebPerence. We really don't nesl the permanent,
command becavse all thar will do is eosure char the cowee stays inthe roucing cable even if che
link o that route goes down, Teonbigoured the persanent cormnand only becanse o was easy
to do with 300 just ancther mouse clickl, We're almost there—juse one more router to go:
the B71%,

anw

Mow for this router, I'm going to confipure something called defaule routing since che 87 1%
is confipured as & stub, A stb indicates that che wircless nerwork in chis design bas only one
wiry ouf b resnchoallother neeworks, Tl shos vou the configuration, verity the network i the
nexe section, chen Ul discuss default routing in detail. Here's the configuracion:

BTIWCconfigi¥ip route 0.0.0.0 0.0.0.0 10.1.11.1
BIIWCconfigli#ip classless
BT configi¥do show ip route

10.0.0.0/24 i= subnetted, Z subnets

C 101110 is directly connected, Wlanl

L 10.1.12.40 is directly connected, CotliRadiol
5% 0.0.0.00 [LA0] wia 10.1.11.1

BRI configiw

This sewerns s it easier, doesn 't 02 Al e s, bt chere™s o carch—you can’e do things Tike this
on all routers, only on soub neowerks, | oowld™ve used default routing in routers KL and B2 az
will, sored Telich™ ackd the T30 e this dlebanlt rovre even thaugh Teasily conld Tove, Tihiln®t o
thar bocavse it°s really simple oo just remove che route when wae get to dynamic routing later,

Soowe're there—we ve dome el AT the routers have the correct routing cable, sooall rout-
ers amil hosts should be able to commuonicete wichour @ hirch—Ffor o, Boe if yon ald
cven one mers neowork or anocher rowcer to che inceenetwork, you'll bave to wpdate cach
aned every roorer’s rooting cables by bangd—vikes! This tsn't o problerm o all i poo've gis
a small network, but ic0s obviously extremely dme-consuming if vou're dealing wich a
large internetwork!
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Verifying Your Configuration

Woere v oy vet—onee all che roaters” routing fables are conbigaral, they needl to e veribied.
The best way to do this, besides wsing the show ip route conumand, iz wich the Ping progran.
[l searr by pinging trom the 1242AF oo che 871W rourcr.

Here™s the output:

B7lveping 10.1.1.2

Type ascape sequence to abort .

Sending 5, 100-byte IOMF Echos to 10.1.1.2, timeout is 2 =econds:
I

Success rate is 100 percent {545}, round-trip mindavgsmax = 172/4 ms

Frown roter 87T, 0 pongs vo Hist A, By O, ol TF sl alse vest For gl TF conmectivity,
Here's the router curput:

E7lWiping 10.1.6.2

Type ascape seguence to abart.

Sending 5, 100-byte TOMP Echos to 10.1.6.2, vimeout 95 2 seconds:
Success rate s 10D percent (5753, round-trip mindavg/eax = 406412 ms
BT LWtping 10.1.7.2

Type ascape seguence to abart.

Sending 5, 100-byte TOMP Echos to 10.1.7.2, vimeout 95 2 seconds:
Success rate s 10D percent {5753, round-trip mindavo/eax = 47454 ms
E7lWiping 10.1.9.2

Type ascape seguence to abart.

Sending 5, 100-byte TOMP Echos to 10.1.9.2, vimeout 95 2 seconds:
Success rate s 10D percent {5753, round-trip mindavo/eax = 47454 ms
B7lkeping 10.1.010.2

Type ascape sequence to abort .

Sending 5, 100-byte IOMF Echos to 10.1.10.2, timeout iz 2 seconds:
I

Success rate is 100 percent {5753

Alsiy we can trace from the B7TW router to ser the hops the packer takes v get te Host A

ErlWitrace 10.1.6.2
Type ascape seguence to abart.
Tracing the route to 10.1.6.2
1 10.1.11.1 0 msec O msac 0 msec
2 13.1.5.1 4 disec D maed 4 psec
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3 13.1.2.2 D sisec O msed 4 pLsec
4 10.1.6.2 4 m=ec 4 msag *

Since we can cormumunicars from end oo end and oo cach hest withour a problem, our sracc
route confipuration has been successful!

Default Routing

Woo use defanlt rowting o send packets with a remowe destination nerwork nor in the routing
tihle por the nexe-hop ronter, Yoo shoolil only ose defaunl routing on steb nerworks—those
with only one exic path out of the netwark.

T the internetworking exarnple wsed inthe previcos secton, che only rooters that are won-
sidered to be in a stub nerwork are K1 B2, and the 37 1% If vou tricd oo puc a defaule route
an router B3, packets woulde’s be forwaedesd so che cormect networks beeanse they have more
than one interface routing to other rourers, You can casily creare loops with defaule routing,
sl wretul!

Lo configure a defaule route, vou wse wildcards in che necwork address and mask locations
af o seatic toure Jas Ddemomstrate] inothe 87T conbigueation ), T bery von can ust think of
a defaule route az a static rowee that uses wildeards insread of network and mask informarion.

By usingea defanlt rowte, yomcan just ereate one scatic route enery insfesnl, This sore s easier
then tvping in all those roures!

AW Cconfiglyip route 0.0.0.0 0.0.0.0 10.1.11.1
BT configiNip classless
BAIWCconfigl#do show ip route
Gataway of last resort s 10.1.11.1 to network 0.0.0.0
10.0.0.0/24 95 subnetted, 2 subnets

L 10.1.11.40 is directly connected, Ylanl

C 101120 is directly connected, Dot11Radiob
5% 0.0.0.00 [LA0] wia 10.1.11.1

BRI configiw

T o Leonsk st the rowting cabile, ol s omly the pweohirectly connected networls plos an
&% which indicarcs thar chis cotry iz a candidate for a default route. | could have completed
the Jdetialt roote cormramil anarher sory:

BAWCconfigli#ip route 0.0.0.0 0.0.0.0 vlanl

Wt thos is velTonge s o6 thant 3F v don’s have s enere for g network mche routing cabile, juse
Froreeard i aar WVEART {which will send i oot FasrFrherner), Yoo can cheose che 1P address
of the next-hop rourer or the exic interface—eicher way, it will work the same. Kemember,
T sl thas exit interface conbiguration with the B3 st roote configs,

Motice also in che routing table that che gareway of last resort is now scr. Even so.
there™s une more comrgmed vou mst be aware of when wsing defauls rootes: the ip
classless command.
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Al Ciseo romters are clivatul routers, meaming they expect g default submet mask on each
interface of the rourer, When a router reccives & packet for a destnation subner that's nor in
the touring cable, 6 will drop the packer by detaole, TF vou're using default rooaring, o mos
use the ip classless command bocause it is possible that no remore subnets will be in the
routing talle,

Sonwe T have version 124 of the TOS onomy routers, the ip classTess command s on by
defaule. If vou're using defaule routing and this command iso’t in vour configuration, vouw will
neel ron el or oF v v sobmetted] netwearks om vour sirers. The cormrmanad s shosen here:

a7 configi#¥ip classless

Mestrix: thar t's o glebal configurarion mede commmd, The interesting part of the ip
classless command is chat wichour it, defaule routing sometdmes works but sometines
dlemesn’e, Tor bieomn the safe sidey von shoold alwavs tornon the ip classless command when
vou use defaule rouring,

There s anurher commaml o can wse to configore a gatewsy of Last resort—the ip
default-network command. Figurs 6,10 showws a network char needs to have a ganeway
uf st resore seaternent conbigured,

FIGURE 6.10 Configuring o gatmesy of Lkt resort

157

A
Gatrway

213.124.411:-.2.”?.-"; __.._-_.”T*"i
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1 1
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Here are three commands (all provaling the same solution] for adiling o gatesay of Lase
resort on the gateway router oo the 5P,

Gatewaylconfigdfip route 0.0.0.0 0.0.0.0 217.124.6.1
Gatewaylconfigi#ip route 0.0.0.0 0.0.0.0 s0,/0

Gatevaylconfigl#ip default-network 21F.124.6.0

As Leaid before, all theee of these commands would accomplish the goal of scting the gace-
weav of Lt resort, bor there are some smalliifferences hetwoeen them, Firse, the et mterbace



k1] Chapter & - IF Routing

solurion would Te vsed over the other peecosolutoms beciose o hes an AT of 00 Alse, the dip
default-network command would adverdse che default network when vou configurs an LGP
[like RIPY o chie roswper, This s s other routers inopoor infernetwork sl receive this romte s
a default route autamaticalle.

But what happens if vou mizsconfigured a default route? Let’s vake a look at che ourput of
ashow ip route corrorcmid aml cormpare that fo the networloin Figore 807 aned see of yoo
can find a problem:

Routerdsh ip route
[output cut]
Gateway of last resort is5 172.19.22.2 to network 0.0.0.0

L 172,17, 22,0 45 directly connected, FastEthernst0/ 0
C 172.18.22.0  is directly conpected, Serdialngmn
B4 0.0.0.0/0 [Lr0] wia 172.19.22.2

FIGURE 8.11 Misconfigured default route

.ﬂ—_::_-'_._‘_ 17818220 .ﬂ—_:\.‘_r'_._‘_
17217220 1T2.11.680

Find anvthing? You can see by looking at dhe fipure and che dirccdy connected routes in the
rowing table cha the WA link 15 on network T7LTE 220 aml chat the defaule risote s for-
warding all packets to the 17219220 network, This is jusc bad—it will never work, 5o the
problern s a rmiscontigured seatic flefl) route.

Lne last ching before moving on to dynamic routing. I vou have the roudng cable outpuc
am shiswr o the follovwing, Tines, what Tappens b che router receives o packet froam 10,7, 6.700
destined for host 100, 1.8.57

Corptsh 1p route
[output cut]
Gateway of last resort i85 10.1.5.5 to netwoerk 0.0.0.0

R 10.1.3.0 [12041] wia 10.1.2.2, O0:00:00, Sarial 050
C 10.1.2.0 is directly connected, Serialdso

C 10.1.53.0 is directly connected, Serialdsl

L 10.1.6.0 1is directly connected, Fastatharnet0/s0

R* 0.0.0.00 [120/0] via 10.1.5.5, 00:00:00 Serial 0/1

Thes is o tinl dlitberent than whae T've shown oo op ontil oo becaose the defaolt route
is lisred az B*, which means its a BAP-injected roure, This is becavse somcone confipured iz
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ip default-network command on g rernote rooter as well as conbigering RTF, capsng RTP
tr adwvertise this roure theough che internerwork as a defaule rouee, Since the destinacion
stalelress s TML1LE % aned thiere = ne rowete to network 100180, the roorer waonld ose the defaolt
raute and send the packer out serial 001,

Dynamic Routing

Dreriarnie roastingg s owhen progocids are wsed to fod networls ool upebe roating rbles om routers,
‘Lrue, thiz iz casier than using stacic or defaule routing, buc icll cost o in eoms of router CPU pro-
cesses gl imbwichth onthee nestwasrls Binks. A rovting protoce] defimes the set of rules used by a
router when it communicarcs routing infonnation beoween neighbor rourcrs,

The routing prostecol T gisangs o galle abowt i chis chaprer is Roung Tnfommation Protocol
[EIP) versions 1 and 2, wich a bic of Interior Gareway Foudong Protocol (WLEP) thrown in,

Towes bvpees of rowting progonals are used ininrermerworle: inferior gateway prococls (10T
and exterior pareway promocels (EGPs] IGPs are used to exchange routing informarion with
rosuters i e s utonmons system CARL A A% s g esllection e networdos under a commen
administrative domain, which basically means thac all routers sharing the same roudng calle
mfurrnairon are inthe same A%, FOGTS are osed fo comnmomicare bebween Afes, An examnple of
an BGP is lorder Gareway Protocol [BGP), which s beyond the scope of this boale.

since routing protocels are 2o cssential to dynamic routing, I'm going to give vou the
hasie anbormmbion vou need to ko about them nese, Tater omin this chaprer, we'll focos
on configuration,

Routing Protocol Basics

There are spme important things v shooll koo about routing pristocols bebore getting
decper inte BAP. specifically, vou need to understand adminiscracive distances, che cheee dif-
Feremit kimls o rowting pristocols, and rowtong Toops, e will Tool af ench of these inomore
detail in che following secrions.

Administrative Distances

The aefermeisivaiove dictgmer CATH 5 vsenl to rate the trospworthiness of rosting inforrmarion
received on a roucer from a neighbor router, An adminiscracive distance is an integer froa U
tir 285, whers s the st trosted aml 255 nens no trafhic will e passed viag this roote,

If & router receives tao updaces listing the same remore neowork, the fret thing che router
cheks s the AT THome of the milvertizen] routes basoa loeees ATD than the cther, then the ronbe
wrirh the lowese A13 will be placed in rhe rouring rahle.

If both advertized rourcs to the same nerwork have che same AL, then routing prooecol
mefrivs such s Boge oot or Banchwideh ot che Taves] sl B osed so bind the best pathote che
remote nerwerk, The adverdised route with che lowest mereic will be placed in the routing
tuhle, Bt of luth advertisel meares Tueee the sme AT as weell as the sime metrics, then the
routing protocol will load-balance to the remete network (which means dhat i sends packers
alivwen ech link].
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Talle f.2 shows the detault admimistrative dhstances chat o Ciseo rogter uses todecide
which roure to ake toa remate netarock.

TABLE 6.2 Default Administretive Distancss

Route Source Default A0

Connected interface 1]

Statiz route 1

EIGRAF an

IGRP 100

O5PF 10

RIF 120

External EIGRF 170

Unknown 255 ithie route will nevar ba usad|

I o metwerk s dimectly conmesren], the router will alwares vse the interbce conneceesd 1o the
neowerk, IF vou confipure & static rouce, the router will then believe that route over any other
learren] routes. Yo cim change the sdeermsteative destimee of static routes, bt by detaly, they
have an ALvof 1. In our static route configuration, the AL of cach roure iz set at 130 or 151, Lhis
lesto s combigore ronting prococels wirhout having, b remeove che st rostes, They T e peed oy
backup routes in case the roudng protocol cxperiences a fallure of some trpe.

For esample, iF vom bave o statie rowtey o RIP-olvertisen] rowte, ancd an GRP-ulvertisel
route listing the same nevarock, then by defaule, the router will always wee the stadc roure
unless visn change the ATY of the seatic roufe—which we dil.

Routing Protocols
‘There ave dhree classes of routing protocols:

Distamce vecror  Lhe distance-rector protocols find che best pach to a remore neowark by
puilgring dhistance. Fach cime o pacloet goes through o roorer, that™s called o Bogr, The route
wirh the leasr number of haps ta the nerwerk is dereemined roche the hese roure, The veerar
indicares the divection oo the remeote necwock, Both BAF and IGERP are distance-vector roue-
i preasbenls, Thew send the encire rowting table todirecrly connected neighlisres,

Link state Lo Mnk-state protocols, alse called shortest-parh-first protocols, the routers
each crente thres separate tables, Oue of these tables keeps track of direetly artached
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neighbors, ome determines the fupelogy of the entite meernetwork, ol one s psed a5 the
roucing table. Link-scare routers know more about the incernetwork than any distance-
vewtor raubing protocol, OATF s an TF reoting protecol chat s completely Tink state, Link-
state prococels send updares containing the state of their own links to all other routers on
the network.

Hybrid  Hybrid protocols use aspects of both distance vector and link state—ror
exarmnple, EIGRT.

Uheres no ser way of configuring routing protecels for use wich every business. Lhis is
sornething vou renlly have vodie o case-by-case basis, T vou ondersand o the ditberen
routing protocols work, vou can make good, solid decisions char couly mcer che individoal
neils b oy husiness,

Distance-Vector Routing Protocols

The chistance-vector routing algorithen passes compliete routing table wontens to neighboring
rourcrs, which chen combine che received routing cable entrics wich cheir own routing cables to
comnplete the tooter™s roating table, This s called rooting by rormor, beeamse a roufer receiving
an updare from a neighbor couter believes the information abour remate necworks without acoe-
ally finding out for iself,

Tt's porssibile tis bave o network thae bas moltiple Tmks toothe same renore network, aml oF
that's the case, the administracive distance of cach roceived updare is checked fiesc IF the AL
i thie samme, the protocol will buve tooose othes rmetrics toodietereoine the Best path b wse o that
remote nerwerk,

BRI vz cmly hop count to determine the bese pathocooa network, TERTT Bods nore than
one link wich the same hop count to the same remote netwock, it will avcomarically perform
a round-roban Tiadd balincing, RTF can perboren losd Balanang for op ot sis egpoal-gost links
[four by default).

Hevwever, o problern wirh this type of rooring rmietric arises wehen the e links tooa remote
network are differene bandwidths bue che same hop coune, Fipurs 6,12, for example, shows
twent limbes bor rermste netwentle 172008 1000,

FIGURE &.12 Finhole congestion
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Sinee network TPL 1A 300 % 0 T Dok weth g Bomlwdth ot 1544 M bps aned network
172162000 05 a Fak link, vou'd want the router to choose che UL over the 38k, link, right?
Bt Beesnie husp csunt is the only metric peel with RIP rooting, che two Tinkes seonld e seen
as being of cqual cosc. This licde snag is called pisbole congestion.

It's important to underseand whar a distance-vector rouding prococol docs when i stars up.
Tro Fignrre 613, the fowre roiters start ofF swith only theis dhirectly connectesd networle in cheir
routing tables. Afver & distance-vector routing protocol is stareed on cach rourer, the routing
tiuhles are upilated with all rowe informien gatherad from neighbor ronters,

Asshown in Figure 6,13, cach rourer has enly che diveedy connected necworks incach routing
tabile, Fach ronter senels i cornpliste routing table pot moeach active imterface, The rouring fable

of cach router includes che netarock number, exit interface, and hop count oo the netwock.

FIGURE 8.13 Theintermehwork with distance-eector routing
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T Figrore 614, che rowting tables are compless beeaose they melude imfoarmation alusar all
the networks in the intermerwark, They are conzsidered cosverged, When che rourers are con-
verging, it i prssible that nedata wall be passed, That"s why Bist convergence tioe 5 serioms
plus. Lo fact, that's one of the problems with BIP—its slow convergence dme,

The romtingg table i each router keeps informanon regarding the rernote network numiber,
the interface oo which the router will send packers oo reach char nevwork, and e hop count
ar mietrie fothe nerwark,

Routing Loops

[isrance-vector moting, protocols keep track of any changes fo the internerseosk by hrosoleasting
pericdic routing updates out all active interfaces, This broadeast includes dhe complete routing
bbb, This wisrles qust fine, Bat 1% expersave incferns of CPLD process o ol lomdbwacdth, Ao o
anerwork ourage happens, real problems can oocur, Plus, the slow comvergence of distance-voctor
resbivg proseocnls can resale momsistent roveing tables amd roating loogs.
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Resutirg Toops can ovvor beciose every router o't apelated sirmltaneoasdy, or even clise ne
it. Here's an example—Iet's say thar the interface o Metwock 7 in Figoee 6,15 fails. All routers
kriciw abust Metwork 3 froon RowterE, Rowter &, inots tables, has a path to Wetwork 3 chrough
Fouterlh.

FIGURE &.14 Convergsd routing talles
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FIGURE .15 FRouting loop example

Nebenre 3 [eefwmik 4 Merwnek O

ﬂ—\.-\,,..-' T e

T i—l E i—l —
nu-am\ / Routsrd RouterE

Flnull!'l'I}

When Metwork 3 fails, Koueerk tells Bourerl, This cavses Kouterd to stop routing to Mee-
work 5 throngh RowterE, But roorers Ay By and TV don't kv abot Wetwork 5 yes, sothey
keop sending our update informaden. Fouter. will eventually send out ios updace and cause
B oo stup sentiog te MNetwork 30 bat rooters & aond Trace sall oot wpdated. To chen, i appears
that Wetwork 5 s soill available through RoorerR with g metre of 3,

Uhe problem occurs when Kouterd sends out ies regular 30-zccond ~Hello, oy soll here—
thize are the links Tl abuont™ messoge, which meludes che alility fo resch MWeewarl 5, il
now routers I and D receive the wrondertul news that Mevaock 5 can be ceached from BouerA,
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sex Tosubers Boaned T then senl vt the snformtion that Metwork 5 s avalable, Any packer des-
tined for Meowark 3 will poto Bowter A, to Bourerls, and then back to Bourer AL Lhis iz a routing

lesap—herw clon womn st ae?

Maximum Hop Count

‘The routing leop problem just described is called cownting o dnfinity, and it's cavsed by gossip
[hrodiasts) anl wrong infommation being cormmuornicated aml propagated thrioghout the
internerwork. Wichour some form of inrervention. che hop counr increases indefinitely cach
e o packes passes throogh g roater,

ne way of solving this problem is oo define a saxineen bop consr. BIP permi a hop
covnt of up ot T3, s anvthing chat regqoires 1 bops s deemed unreachable, T other woorils,
after a loop of L5 hops, Mepwock 5 will be considered down. Lhus, che maxinom hop count
will control ey Tomg it takes for o rooring table entey to beeorme mvabid or guestiomable,

Split Horizon

Ancther soluton oo the roucing loop problem iz called spli borizon, This reduces incorrect
roswting inborenation o rooting overhesd g distance-vestor network by entorcing che rule
that rouring infermation cannor be sent back in the divection from which it was reccived.

T aather worils, the routing protecol differentite which mterbice g networl rooe was
learned on, and once this is determined, ic won't adverdse the route back out char same inoer-
face, Thiz would have prevented Fouterd from sending the vepdared informadon it reccived
troen RonterB hack te Ronterh.

Route Poisoning

Ancther way wo avoid problems cavsed by inconsiztent updates and stop neowork loops is
ronde prgsomeing, Forexample, when Werwork 5 o diswn, RouterFoinitiates rite poisoning,
by advertising Merwork 7 as 16, or unreachable (sometimes referred oo as bufinize).

Thes pusisismiing oo the rowte to Mebwiork 5 keepe RooterC frinn beang spsceptihle ro imgeor-
recr updates about the roure to Merwork 3. When Kouterd, receives a route poisoning from
RomterFy it sencds an upalate, ealled o s reperse, back to RouterFo This evsores char all
routes on the segment have roceived the poisoncd route informarion.

Holddowns

M bolddoren provents repular update messages from reinstating a route thar is going up and
i feallen] Tapgeregl, Tepically, this happens on o senial link thae's lesang connectivity and then
coming back up. If chere wasn't a way oo stabilize this, the nerwrock would never converge and
that une Happing imterfaie coulil bring the enbire nerwords doswn?

Hilddrsmns prevenr roures frnm changing roo rapidly by allowing time for either the downed
rouee to comie back up or the network to stabilize somewhat before changing to the next best
rosubes, These alsi tell routers toorestrict, for g speafie tme perod, dumiges thae mighe abfec
rocently remioved rouccs, Lhis prevents inoperadve routes from being promaoarcly restored to
ather riprters” rakales.



Routing Imformation Protocol (RIF} k- 4]

Routing Information Protocol (RIP)

Kouting Infommarien Proreco] (RIP) is a woe distance-vector routing protocol. BIF sends the
complete routing table our oo all acove interfaces every 30 seconds, BIP only wses hop count
toralitermmime the best way toa rermete network, bae i bas oomasinem allosable hosp count of
15 b defaule, meaning thar 16 is deemed unrcachalle, BIF works well in small netarocks, but
it's ineffrent on large networks with slow WAN links or on neeworks wirh g large nomber of
rourcrs installed.

BRI version T uses only clgssfol rowiieg, which means that a1l devices i the network nos
use the same subner mask, This is because KIF version 1 docsn’t send updarcs with subner
msk ifarmatin mtes, RIF version 2 provales something called peefee rosdtiomg aml does
send subnet mazk informacon wich the route updates, This is called dlassless routing.

Ton the Bslliswrng sectiomes, we will dhsenes the BRIT timers and then RIP conbiguration,

RIP Timers

KIF uses four ditfferent kinds of dmers to regulace it performance:

Romte wpdate tmer Sets the imterval Gtvpreally 30 secomls] beewesn periodic ronting upilages
in which che rourer sends & complete copy of its rourting table cur co all neighbors,

Eoure invalid timer  Determines the lengeh of cime that muose elapse 1180 seconds) before a
ronter deterenines that a rowte bas Becorme ivealal Te wall corme o thes conelusicn oF i e’
heard anv updates about a parcicular route for that period. When thac happens, the router will
seriel ot upslaves toall ses neighbors Tettong thean koo cha the route o5 mvalid,

Hiddhdeswen vmier This sets the amonme of tme doring wehoch routing imformstion s sup-
pressod. Boures will eater into che holddoswn stare when an updace packet is roceived chat indi-
cten] the riute s unreachable, This continges either ontilan oplate pocler s receivedl with 2
beter mctric or undl the holddown timer expives. The default is 13D seconds,

Romte Mush tmer Sets the e beewesn g route becoming i lid and its removal frome the
routing talle (240 seconds). Before iC°s removed from the table, che router nocifics s neigh-
besrs of that rowte’s inpending derrase, The valwe of che route vl tmer must B less than
that of the rouee flush dmer. This gives the couter enough dme oo tell i neighbors about che
it liel ot hefire the Tocal routing table s opdarel.

Configuring RIP Routing

Torcombgure RIM rootng, jost turn an the provocol with the router rip comemanad and el
the RIT rovting protocol which networks oonlvertise, Thats ik, Tet's conbigare oor frve-rooter
internetwork (Figure 8.9 wich KIP routing,

Corp

EIF has an administrarive distance of 1200 Static routes have an administrarive distance of 1
b alebaule, aned sinee we corrently hove stane rootes configoresd, the routing tible won’t be
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propagated with RIM imformaton, However, beciose Tadded the T30 51 to the encd of each
static route, we're good oo go.
Wisw wan aihil thie RIF roveing protoeol by wsing the router rip commsml gl the network
command. The network command ells the routing provocal which classtul nerwock oo advertise.
Leok at the Corp courer configuracion and soe howr casy chis is:

Corpteonfig t
Corplconfigi¥router rip
Corplconfig-router)s#network 10.0.0.0

Uhac's ic. Iwo or three commands and you're done—sure makes vour job a lor cazicr chan
when using statie toures, doesn’t 02 However, keep onomind the exera rooter CPLT progcess anld
bandwiddh thar vou're consurming.

Mestive Telichn™ bype insubnets only the clastol network sldress Gall submer igs aned bost b
off!l. Iris the job of the routing protocel o find the subnees and populace the routing tables. Since
wee hivve o roaster Baldies rommimg BT, we swon™ see any RIF rogfes i che roating table ver,

‘% Aerrnerrnber thet RIP wesees thie classhol adress wheen configunng the mesteaerk
E adlrese. Becausa of this, all eubnet masks rust be the same on sl devicas in the
ntwwark {1hiz is called classful reating L To clarify this, let's sy you're wsing @
Clasa B natwnrk addrasa of 1720600003 with subnata 172761000, 122065000,
and 1,216,300, You would only type in the classful network addrass of
1726.000 and ket AIP Fined thee sulamets amd plsce them in the rooting tabile.

R1

Ler's configure our 1 router

Rl#config t

Rl configi¥router rip

Rifconfig-router)#metwork 10.0.0.0

Rl config-routerifde show ip route
10.0.0.0/24 is subnetted, 12 subnets

5 10.1.11.0 [15040] wia 10.1.3.1

5 101,100 [150/0] wia 10.1.3.1

5 10.1.9.0 [15040] wia 10.1.3.1

5 10.1.8.0 [1500] wia 10.1.3.1

5 10.1.12.0 [15040] wia 10.1.3.1

C 10130 s directly connected, Seriallfosn

L 10.1.2.0 is diractly connected, Serialdys0/0

R 10.1.1.0 [120/1] wia 10.1.3.1, Od:0d:04, Serial0sqnsl
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[120/1] wia 10.1.2.0, DD:00:04, Serialldsnsm

Ln 10.1.7.0 is directly connected, FastEtharnetlys1

C 10.1.6.0 is directly connected, FastEthernetnsn

R 102150 [L20/1] wia 102131, O0edd:dd, Seriali sl
[L20/1] wia 10.1.2.1, O0:00:04, Serial0s0san

R 10.1.4.0 [12041] wia 10.1.3.1, O0:00:09, Seriald DSl

[L20/1] wia 10.1.2.1, O00d:i09, Sariallfoqm
RL[config-router s

Uhatr was premy straightforesard, Lec's talk abour dhis roudng calle. since we have one BIP
buchly vt there that we are exchanging rooing tables with, we can see the RTT nefworks corming
from the Corp couter, (AL the other rouees still showr ue as sadic.) BAP also found both connec-
ticns to the Corprovter ancl well ksd-Balance besween them,

R2

Ler’s confipurs our B2 router wich EIF:

R2tconfig t

R2{conTigi#router rip

B2 config-router ifnetwerk 10.0.0.0

B2 config-router ifdo show ip route
10.0.0.0/24 45 subnetted, 12 subnets

5 10.1.11.0 [150/0] via 10.1.4.1

5 10.1.10.0 [150/0] wia 10.1.4.1

Ln 10.1.9.0 is directly connected, FastEtharnatl/0

C 10.1.8.0 is directly connected, Dotl1Radiol/3/0

5 10.1.12.0 [150/0] wia 10.1.4.1

R 10.1.3.0 [120/1] wia 10.1.4.1, DD:00:03, Serialds2/0
R 10.1.2.0 [12041] wia 10.1.4.1, O0:00:03, Serial0s2samn
E 10.1.1.0 [120/1] wia 10.1.4.1, D0:00:03, Serialns/zsm
R 10.1.7.0 [12042] wia 10.1.4.1, O0:00:03, Serial0s2san
E 10.1.6.0 [120/2] wia 10.1.4.1, D0:00:03, Serialns/zsm
R 10.1.5.0 [12041] wia 10.1.4.1, O0:00:03, Serial0s2samn

The risuting cabile is grovwing Ba s we giled RTF boddbes! We can sl see thae all rotes are
in the routing talle; some are still sradc rourcs, Do more roucers to go.

R3

Ler's confipure our B3 router wich BIP—as wsual wich K3, we'll use che 500



k-] Chapter & - IF Routing

Frosm the routing sereen, Telickel che Eilie botton e the right of Dvassme Rowting. T then
was able to configure BIF and the nerwork number and then clicked on che interfaces | dido™s
want BIT fo bee hroacdease oor, The srperfaces that T waill broscdeass oot wall e anchecked,
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These are called passive mterbuces and we'll talls about 1t more ina miowte, 2o reason o
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Frown the S0 seresn, wee can see that we're done with TLY,

37w

Flore 15 the Last ronter's BIP conflgunaton:

EFWWiheontig t
g7l Ccaonfigléno dip route 0.0.0.0 0.0.0.0 10.1.11.1
RFIW configi¥router rip
aFWconfig-router)#network 10.0.0.0
B config-routeridde sh ip route

10.0.0.0/24 45 subnetted, 12 subnets

10

110

= meEmoEeomEom o mom oD

g U

1.

1.11.0 is directly connected, vlanl

A.10.0 [L2001] wia 100101101, Ododd: 23, Vland
10.
J1.8.0 [12043] wia 10.1.11.1, DD:00:23, Vlanl
1.
10.
1.
10.
10.
1.
10.
1.

1.9.0 [120/3] wia 10.1.11.1, DD:00:23, Vlanl

1.12.0 is directly connected, DotliRadiol

1.3.0 [120/2] wia 10.1.211.1, OD:00:23, Vianl
1.2.0 [12042] wia 10.1.11.3, O0dd:23, Vlanl
1.1.0 [12042] wia 10.1.211.1, OD:00:23, Vianl
1.7.0 [120/3] wia 10.1.11.1, O0:00:24, Vlanl
1.6.0 [120/3] wia 10.1.11.1, O0:30:24, Yland
1.5.0 [120/1] wia 10.1.11.1, OD:00:24, Vianl
1.4.0 [12042] wia 10.1.11.3, O0:dd:24, Vlanl

Finally, all routes showing in che roudng cable are BIP injected rourcs,
Tt's tmipasrtant to rermember admimistrative distanees sl why we needed to eicher rermove

the static routes before we added BAP routing or set them higher chan 120 as wee did.

=

Fov defznls, direcrly commected routes have anosalmimsranive dvstanee of 1 stane roares have
an adminiscrative distance of 1, and BIF has an adminiscracve distance of 120, Lcall KIP che
“raewaipr provoweol ™ hecase i reminds me of jumior bigh sehiool, whers iF vou bear o romisr
ladvertised route), i just bas oo be true wichour exception. And that pretty much sums up how
RIF behaves onan imteretwork—romor mll as progocsl?

Verifying the RIP Routing Tables

Fach routing tuble shoulid o have all dhrectly connecrel roores as well as RIP-mpected rooges
received from neighhoring, ronrers,
Uhiz outpur shows ws che contents of che Corp routing cable:

13.0.0.0/34 is subnetted, 12 subpets

R 10.
E 1.

1.11.0 [120/1] wia 10.1.5.2, G000 28, Serialls2s0
1.10.0 [120/1] wia 10.1.5.2, DD:00:28, SerialD/2/0
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R 10.1.9.0 [120/1] wia 10.1.4.2, 00:00:26, Serialn/Lem
R 10.1.8.0 [120/1] wia 10.1.4.2, Od:0d:26, SeriallsLad
R 10.1.12.0 [120/2] wia 10.1.5.7, 00:00:28, Seriald /20
C 10.1.3.0 is directly connected, Seriall/ogsl

L 10.1.2.0 is diractly connected, Serialdys0/0

C 10.1.1.0 is directly connected, FastEthernetns1

R 10.1.7.0 [120/1] wia 10.1.3.2, Od:00:07, Serial0snsl

[12041] wia 10.1.2.2, O0:00:10, Seriald o

R 10.1.6.0 [120/1] wia 10.1.3.2, Od:00:07, Serial0sdsl

[12041] wia 10.1.2.2, O0:00:10, Seriald o
10150 is directly connected, Seriallf2/0
10.1.4.0 is diractly connected, Serialdys1/0

™M

Uhiz cucput shows us chat the roudng cable has che same entrics thar it had when we were
st staric roptes—exeept fur that B, The Bneans thare the networkes wereolded denamically
using the BIP roudng protecel. The [120/1] is the administradive distance of the roure {1200
Al with che sonber of hops to that rernote network 011 Froo the Corp ronter, all nerworks
are one hop away except netwock 10,1120, which is twro hops away,

Siewhile yes, 1% eroe that RIP bas workedd imooue Tieele internetwork, 0% net the solution
for every enterprise, Uhar's bocavse chis rechnique has a maximuns bep count of only 17 (16
is decmicd unceachable), Plus, ic performs full roudng-talle updates every 30 seconds, which
witlil Bring a Targer imternetwork tooa paimful craw? presry guick!

Uhere's one more ching | want oo show vou abour BIP routing talles and che paramcoers
sed toalvertise rernete networks, Mobiee, as an example, that the following routing tahle
shows [1200/15] in che L 120 netweark metric, Uhis means char the adminzsoacve distance
is T20, the detault For BRI, bot the bop coune o 15 Remember that ench trme g rooter sends
out an updare to & neighbor router, it increments che hop count by one for cach roure,

Rit=h 1ip route
10.0.0.0/24 i= subnatted, 12 subnets

C 10.1.11.0 is directly connected, FastEthernetD 1

L 10.1.10.0 is directly connected, FastEtharnet0/s0

R 10.1.9.0 [12042] wia 10.1.5.1, O0:00:15, Serialdsnsl
R 10.1.8.0 [120/2] wia 10.1.5.1, Od:00:15, Serial0snsdl
R 10.1.12.0 [12041] wia 10.1.11.2, 00:00:00, FastEthernes 1
R 10.1.3.0 [120415] wia 10.1.5.1, O0:00:15, Serialdsnsl
R 10.1.2.0 [120/1] wda 10.1.5.1, Od:00:15, Serial0sqnsdl
R 10.1.1.0 [12041] wia 10.1.5.1, 00:00:15, Serialh DA
R 10.1.7.0 [12042] wia 10.1.5.1, O0:00:15, Serialdsnsl
R 10.1.6.0 [120/2] wda 10.1.5.1, Od:00:15, Serial0snsdl
C 10.1.5.0 is directly connected, Seriallfosl

R 10.1.4.0 [120/1] wda 10.1.5.1, Od:00:15, Serial0sqnsl

Rt



Routing Imformation Protocol (RIF} k-

Soxthes [120/18] i really bl Beenose the nest router that receives the table Froon roorer

K3 will juse discard cthe roue to nerwork 1O L 30 since dhe hop count would chen be La, which
s sl

1§ & rowrbesr resceives a routing update that contains g bigher-cost path to g net
waork that's already in its routing takzle, tha updete will be ignorad.

Configuring RIP Routing Example 2

Wefore we move onto learning more about BAP configuracdons, let's take a look at Figure 6,16,
Irchis exaenple, we st will Bl and dmplernent cor submiets aml chenoacdil the RTF wontign-
ration ta [I.'l.'\: COUTEr.

FIGUHRE 6.18 RIF routing exarnple 3
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Fuor this contiguration, we are goang fo consiler thae che Tab B oaml Tab_ O routers are
already configured and we just need to confipure the Lab A rovrer, W will use the netarock
[T cf 1521681000 2R, The s amtertace of Tabo A will vse the Les available TP adilress m
the cighth subner and che fab will vse che lase available P addreess in the socond subnet. Do
net comstler the wern subner valid,

Lefore we stact, vou do know thar 28 15 2 275,275,257 240 mask, right? And that we have
i Blesele siee o T on thee fowerth owctes? Teos very impeetand that vou koo chits, smed 1F von niessl
ancther review of Chaprers 2 and 3, that’s okav! Beviewing subnetting will never hure vou.

Snwe wie have o block siee of 16, our subnets ate 16 [rermember s are nob starting af seris
fror this cxample), 32, 45, 64, B0, Ya, 112, 124, 144, coc. The cighch subner (which we will use
Fosr el s anterface] o submes TZE, The valil hose sange tor the T28 subnet 0 129 throogh
142, and 143 is the broadeast addreess of che 125 subnet. LThe second subner iwhich we will use
feor the fallhinterface | is che 32 subner. The valid hosts are 33 through 42, and 47 is che broad-
cast il ress of the 32 sobanet,

5o here s what our configuradon on the Lab_A router will look likee:

Lab_Alconfigifinterface <00
Lab_alcanfig-ifl#ip address 192.16%.164,142 255.255.255.240
Lab_Alconfig-1Ff)ame shutdown
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Lab_Alconfig-ifltinterface fad/s0

Lab_afconfig-ifl#ip address 192.163. 164,46 255.255.255. 240
Lab_Alconfig-ifiine shutdown

Lak_Alcanfig-ifl#router rip

Lab_Afconfig-routeri#network 192,168,164 ,0
Lab_Alconfig-routeritT

Lab_as

Fihing the submets aml comfiguring the Tast valul host should be pretey steanightforwand, T
not, head back to Chaprer 30 Howeever, whart | really want vou oo notice is thar aldough wee
acdilen] taver submets o the Tabe & router, we only had one network staterment onder RTP, Some-
times it is hard to remember that vou configure enly the classful netarock starcment, which
mmeazns vt all host s ol

Uhiz was the real purpose of this second BIP configuration cxample—to remind vou of
clivatul network sildressing. And i never horks to pricrice submiettong, right?

Holding Down RIP Propagations

Yo probabdy don™ st voor RIF nepwarls acdvertisel evervwhere onpour TAR ol WA,
‘There’s nor a whale Iet to be gained by advertising vour B neowork oo the Internet, now, is dherc?
There's a few ditferent ways oo stop unwanoed EIP updates from propagating across vour
AT s vl WA, aned the ensiest une s through the passive-interface cormmand char 1
showed vou during che B3 configuration. LThis command prevenes BIFP updare broadeoases
bromn Beingg send oot g sproihied] inferface, vt thar same inferface can sl receive RTF upilates.
Here's an example of how oo configure a passive-interface on a router using che CLL

Lab_Adcontig t

Lab_Afconfigli#router rip
Lab_Afconfig-router)tnetwork 192 1E8. 10,0
Lab_Afconfig-routeridpassive-interface serial 0,0

Uhiz commmand will stop BIF updates from being propagaced our serial inerface 080, but
serial mterbee O can snill receive BT apdates. This s ensily done worbin the ST wontig-
ration a5 well, as | demonstrated wich the B3 router.

RIP Version 2 (RIPv2)

Ler's spend & couple of minuees discussing BIP2 before we move inoe the distance-vecoor,
Cliscu-proprietary rogting protoco! TGRT

TAT werrsion 2 i encetle the sarne as IT version 1, Borh RIT ol BT 2 sire dbstamie-vescror
proocels, which mecans chat cach couter running BIP sends ios complere couting tables cur all
active interbaces o pericnhic time intervals, Al the timers ol loopeavoidimee schemes are the
same in both BAF versions {iee., belddown timers and split horizon rule), Bodh BIPv] and ELPv2
arecomfigured as chrstol aldresiog (ot BRI 2 s consalersd classless beoeanse suboet informs-
tion is sent with cach route updace), and bodh have the same administracve distance {1200,



Routing Imformation Protocol (RIF} =

@ Real World Scenario
Should We Really Use RIP in an Internetworlk?

Wou hawer bieen hived as g comsuliant toinstall aocouple of Cisco rooters into o grosdng ned
work They have a coupla of old Unix routere that they want 1o kesp in the network. Thess
rovuteers elo mnt suppert amy rooting prodocod cxcept AIPC | goess this means gou just e o
run RIP on the entire neatwork.

‘iall, wes and no. You can run RIF on & routar connacting that old netwark, but you carteinly
dom't need toorun BIP throog boat thee wadonle intermetaenrk|

“fou can do what is called redistribution, which i basically translating from one type of routing
prosteacel o annther. This rmeans that you can suppeert these ol rooters osimg RIP Bt use
Enhancad IGRP, for example, on the rast of your neteork,

This will stop RIF routes from being sent all owver thee imternetaenck ami sating up all that
pracious bandwidih.

Rt thiere are sorne important ditferences that make RTM2 rmcee sealable chan RIP 10 Al
e gt bex el s weomed o acdvice bere befure we misve ang T detinitely net advocating using
KIF of cither version in vour netwrock. But since BIF s an open standard, you can use BIF with
any branad b roater, Yo wimalse use OATF (discussed in Chapter 7} sinee O8TF 5 an apen
standard az well, BAF jusc requires moo much bandwiddh, making it pretty inmensive oo use in
vimr nerwork, Why g there when yon bave ither, more elegant optioms?

Lahle 6.3 discusses the differcnces between BIPvL and B1P2,

TABLE 6.3 RIPv1we RIPW2

RiPw1 RIPwv2

Distence vactor Distance wvactar

Wiaxirriurn hop count of 15 Ml murm hop count of 15
Clagsful Classlzss

Browcizast basesd Uisers rmualicast 2240005

Mo support fier WLSM Supports VLSM networks

Mea autheniication Alleaas for BMDOE authentication

Mo support for discontiguous natworks Supports discontiguous networks
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BIM 2, umlike RTP T, b5 o classless routing protocol feven thoogh it s conbigured as elisstul,
likee BAP% 1], which means thar it sends subnet mask informacion along wich che roure updates,
By sencing the subnet rmash mformation warh the uplates, RIP 2 can support Variable Tengrh
Submer Masks (VLSMs! as well as the summarization of nereork boundaries, In addition,
BAPv2 can support discontiguous networking, which Ul go over more in Chapter 7.

Configuring RITP2 s pretiy strghborwand, Here's an example:

Lab_C{configlifrouter rip
Lab_C{config-routeri#network 192,168, 40,0
Lab_Cleonfig-router)tnetwork 192 158500
Lab_Cf{config-routeri#version 2

Uhac's it; just add che command version 2 under the Cconfig- router 3 prompt and vou
are g romrnng, RIM2,

‘% AIPw? is chassless arad senrcks in VLSM andd discontiguous nebeorks.
E

Interior Gateway Routing Protocol (IGRP)

Tnterir Crateway Routing Protocol [TGRT s o Ciscieproprietary distamee-vector ropting pro-
tocol. This means that oo wse LR in vour nerwork, all vour routers muse be Claco routers.
Chisen cresben] this rowfing protocol mo overcome the problerms associated worh RIP,

ILEP has a maxinum bop count of 275 with the default being LM jzame as ELGEP] This
i helpful in Larger networks and solves the problern of 15 hops being the masimom possible
ima BIP nerwork.

TGRT wlvn uses a dhifferant merra than BRI, TGRT uses bandwadth and delav of the line by
defavle as a mecric for determining the best route oo an incernctwork, Thisis called a composite
wetrae. Relinbalivy, Toad, o masirmoen trangarnission weak (AT canalse ke osed, although
they are not used by defaule.

% Tha main diffarance betwsaen RIP and IGRP configuration is that when vou
E

configurs IGRF, wou supply the autnnnemous systerm numbeer, S rookers
rmust use the eame numkber in ordar to share routing takle information.

Table 6.4 shows a lest of IGRI charactesisties that vou won’t od e KT,



Werifying Your Configurations k- £

TABLE 6.4 |GRPws RIP

IGRP RIF

Can b used in large internetveorks Wiorks besst in smaller networks;
Uzes en autonomous systern number for Dioes not uss BUTENOMOUS SyYETEM
Activatian numikeers

Gives 5 full route table updete every &0 saconds  Gives a full route tabla update avery
30 gmconds

Hias an adrministrative distanace of 100 s an adrrinistrative distance of 120

Uzas bandwidih and dalay of tha line as metric Uses onby hop count to determine the best
Hrrawest cormposite rmetric], with @ rmaximom hop path oo remnte netesork, seith 15 hops
count of 254 baing tha maximum

Why is this the encd of the TGRT section? Beeawse watech what happens when Tiey o con-
figure HLEF on my rourcr:

Ridconfig t
Enter configuration commands, one per lise.  Ead with CHTL/T.
RifconTigi¥router igrp 10

% Invalid -input detected at '*' marker.
RICconTigh¥

Uhere™s vour reason—ACisco no longer supports WLEF. Why should it All vou have to do s
put an Eoin brome of TGRP aned v re rumming g moch, rosch better routing progocel. We'll g
to EIGELY in the nexe chapeer, bur ficst, lecs go dough some verficaton commands for BLP,

Verifying Your Configurations

Ifs impartant w0 verify your confipuracons cnce vou've completed chem, ar ar least ance vau
ttrgres von v comiplieted thern, The followeng Tt inclodes the commmmmeds pom can wse fo verity
the routed and roudng promocels configured on vour Clsco rourcrs:

= gshow ip routs
=  show ip protocols
= debug ip rip

Uhe firsc command was covered in che proviows secton—Ul go over the others in che
sesctioones thant Bl T
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The show ip protocols Command

The show Ap protocols coranand showe vou the routing prosocols that are conbigural

vour rourer, Looking at the following output, vou can sec thar BV i= running on the router and
the timers that BLF uses:

Ritzh 1ip protocaols

Routing Frotocol is "rip’
Cutgoing wpdate Filter Tist for all interfaces is Aot set
Tncaming update Filter Tist for all interfaces is Aot set
Sanding updates every 30 saconds, next dus in 24 seconds
Tnwvalid after LED seconds, hold down 1RO, flushed after 240
Radistributing: rip
Default wersion contral: send wersion 1, recedive version 1

Interface Send FRecv Triggerad RIP Key-chain
FastEthernetDs 1 1 1
Sarialossl 1 1

Automatic netsork summarization is met in effect
Maximum path: 4
Routing for Hetworks:
1r.0.0.0
Passive Interfacels):
FastEthernetl O
Zerialdsngm
Routing Information Sources:

Gateway Di stance Last Update
10.1.11.2 120 0000 10
1.1.5.1 120 no:nf: 22

Mistance: {defawlt is 1200

Motice in this ourpur thar BV iz sending updates every 30 seconds, which is che default, The
timers skl in dliskance vector are also shown,

Motice furtcher down that BLP is routing for dirccoly connected interfaces 081 and s000 1.
The wersion 1% histes] to the mght of the inferfaees—RTP T,

Fiu and s are lisved as passive interfaces (chey will not send BV informacion cuc), The
nieighhers it b are T 2 amd 100157, The st entry s the debaole AT for BT (T 200,

Troubleshooting with the show ip protocols Command

Ler's use a sample router and use the show 1p protoce] s command to soe whar we can deter-
e gbsomt rowting by locking ar chis output Froon g roster onanother networks:

Routar®sh ip protocols
Routing Protocol is “rip”
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Zending updates every 30 seconds, mrext due in § Seconds
Inwvalid after 150 seconds, hold down L8O, Flushed after4d
Dutgoing update Filter Tist for all interfaces s

Incaoming update filter 1ist for &11 interfaces dis
Redistributing: rip

Default wersion contral: send wersion 1, receive any version

Interface Send Recv  Key-chain
Rerialdso 1 172
Serially/l 1 1z

Routing for Networks:
10.0.0.0

Routing Information Sources:
Gateway Distance Last Update
10, 168.11.14 120 oozo0:21

Distance: {default is 1207

Tet's also Lol ar the show ip interface brief cormmd from she some rouer aml e
what we find out:

Routertsh ip interface brief

Tnterface TP-Address 0k? Methaod Status
FastEthernetls0 1%2,168.18.1 YES manuai up

Serialds o 1. 168, 11.17 YES manual up

FastEtharnetD/1  unassigned YES AN Admdinistatively down
Serialdsl 152, 168.11.21  ¥ES manual up

Under the show ip protocols output, vou can sec thar we're using BV routing for net-
work TG, which means our conbigoration woulil Tl Tike this

Router{configl#router rip
Router]config-router idnetwark 10.0.0.0

Alsiy pmly serial O aned seral 001 are partscipating i che RTP setwork. Ancd Lst, our neigh-
bor rourer s 10 1AK. 11,14,

Froan the cotput of the show ip interface brief coronand, you e see thar unly serial
040 38 i the D000 neewrock, This means char the roveer will only send and roceive roudng
upebafes with the TOLLD networds ol noe advertise the T2LT08D neeworks cat any interface.

The debug ip rip Command

The debug 1p ripcommancd sends ronting updates as they are sentancd recetvel on the rouger
ter che consolz session. If vou are welnetted inee the roueer, vou'll need o wse the terminal
o d Tor commined e by able fo receive the outpar from the debug commaneds,
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We cmm see inn this ot that RIF o beth senclivg saned recesving (the meeric o the bop count;

Rigdebug ip rip

RIF protocol debugging s on

Riftermina] monitor

*Mar 17 19:0&8:34.371: RIP: sending vl wvpdate to 255.255.255.255 wvia
Serial0s0fL (10.1.5.2)

*Mar 17 19:08:34.371: RIP: build wpdate entries

“Mar 17 19:08:34.371: subnet 10.1.10.0 metric 1

*Mar 17 19:08:34 371: subfet 1001110 metric 1

“Mar 17 19:08:34.371: subnet 10.1.12.0 metric 2

*Mar 17 19:08:40.107: RIP: received w1l vpdate from 10.1.5.1 on

Serial0/sofl
*Mar 17 19:08:40. 107 : 10.1.1.0 in 1 hops
*Mar 17 19:08:40. 107 : 10.1.2.0 in 1 hops
SMar 17 19:08:40. 107 10.1.3.0 in 1 hops
*Mar 17 19:08:40. 107 : 10.1.4.0 in 1 hops
SMar 17 19:08:40. 107 10.1.6.0 in 2 hops
*Mar 17 19:08:40. 107 : 10.1.7.0 in 2 hops
fMar 17 19:08:40.107: 10.1.8.0 in 2 hops
SMar 17 19:08:40.107: 10.1.9.0 in 2 hops

*Mar 17 19:0&8:47.535: RIP: sending w1 wvpdate to 255.255.255.255 via
FastEthernet0sl (10.1.11.1)
*Mar 17 19:08:47.535: RIP: build wpdate entries
“Mar 17 19:08:47.535:  subnet 10.1.1.0 metric 2
*Mar 17 19:08:47.535:  subnet 10.1.2.0 metric
*Mar 17 19:08:47.535:  subnet 10.1.3.0 metric
“Mar 17 19:08:47.535:  subpnet 10.1.4.0 metric
*Mar 17 19:08:47.535:  subnet 10.1.5.0 metric
“Mar 17 19:08:47.535:  subpet 10.1.6.0 metric
*Mar 17 19:08:47.535:  subnet 10.1.7.0 metric
“Mar 17 19:08:47.535:  subpnet 10.1.8.0 metric
1
|

wl g ol b = g kR

*Mar 17 19:08:47.535:  subnet 10.1.9.0 metric

“Mar 17 19:08:47.535:  subpnet 10.1.10.0 metric 1

*Mar 17 19:085:49.331: RIP: received vl update from 10.1.11.2 on
FastEthernetl/1

“Mar 17 19:08:49,331: 10.1.12.0 in 1 hops

Ritundeug all

flar 17 19:08:47.535: subret 10011000 metric 1

“Mar 17 19:0%:4%,331: RIP: received vl update from L0.L1.11.2 on
FastEthernetDy1
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Tet's calk abwmt the pares Thighlightedl. First, RTF s semliog o1 pocker to 255 235 235 255—
an "all-hands™ broadeast—out interface seriallie] via 1001.5.2, "This is where R1Pv2 will come
i haredy, Whe? Becase RTP 2 duesa’t send brosoleases; it osed the moolticnss 22400009, 5 pven
though che BIF packers could be transmived onee & netwack with no routers, all hoses weould jusc
ignore therm, making BIFZ & bit of an improvement over BIPvL, On our B3, we are vsing the
passive-interfacs o weare s sending brosleases oot mo oo LA™ warh ne routers connecresd.

kay—now check our che fact that it's sending advertizemenes for all netwrorks excepr
10T aned TR TN cut FastFrhernesd T, vt the Tt advertiserment ot seria 000 15 omly
advertising necwerks LG L LG, LU L LI and 100 L1200 Why ¥ I vou answered splic horizon
rusles, vomnmniled s Chor B3 roorer will vt aadvertise a1l thase nerworks receiven] from the Corp
router back oo the Corp rourer,

1§ thie rroestric: of & rowete shimees 18, this is o rowte poison, and ther roate Bbeing
F sclwertizad is unrsachable.

Troubleshooting with the debug ip rip Command

Toow ler's pse the debug p Fipcommand to both diseover o problern and figure oot how RTP
was configured on a router from a differene sample network:

0F:12:58: RIP: =ending w1l update to 255.255.255.255 wia
FastEthernetn D (172.16.1.13

07F:12:58: petmock 10.0.0.0, metric 1

0F:112:58:  petesork 1%2.168.1.0, metric 2

N7:12:58: RIP: sending w1 wpdate to F55.255.255.255 wia
Serialdy 0 C10.0.8.1)

N7:12:58: netaork 172.16.0.0, metric 1

0F:12:58: RIP: Received vl update from 10.0.15.2 n Serial0sfh

N7:12:58: 192 168.1.0 in ana hop

OF:12:58: 192.168.168.0 in 16 hops (inaccessibla)

You can sce from the updates chat we're sending our informacion about networks
PO, 192 168 1.0, el 17216000, Bt barh the 1000000 nerwork il chie 172162000
netwerk are being advertised with 2 hop coune imerric) of 1, meaning thar chese nerworks
arg dlirectly connecte], The TSET0E1.0 0 being advertised as o metee of 2, which means
that it iz not directly connecred.

Fuor this tex be happening, our configuration woalid bave to Took Tike chis

Routerconfigi¥router rip
Router]config-router idnetwark 10.0.0.0
Router{config-routeri#network 1F2.16.0.0
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Al there's spanething else v can fionl oot by leoking ar thiss These are ot st bwo roaters
parcicipating in che BIP network because we're sending our paro interfaces but only roceiving BIP
upelates oncone interfaee. Also, notice that the networs TPLTRETEERD 1 being acdvertisel as
L& hops away., RIP has & maximom hop cowne of L3, 50 16 is considered wnreachable, making chis
nerwork inaccessible. so what will happen i vou ceoy to ping oo a host on neewrock 192, 168 188,07
Yo pust wall noe be socvesstul, that™s what! Boe b pou iry any pings to mebwork 10000, vou
should be successful.

Thsrwe e moore ot Tweant o shos vou—si 1F poa can B the problen., Both o debug
ip ripand a show ip route outpur are shown from our sample router:

07:12:56: RIP: received vl update from 172.06.100.2 on Serialdfg

0712562 172,16, 1.0 din 1 hops
OFi12: 562 172,16, 20,9 in 1 hops
0712562 172.16.30.0 in 1 hops

Routerdsh ip route
[output cut]
Gateway of last resort is not set

172.16.0.0/24 is subnetted, & subnets

172.16.1530.0 is directly conpected, FastEthernetD /D
172.16.220.0 is directly connected, Loopbacks
172.16.210.0 is directly conpected, Loopbackl
172.16.200.0 is directly connected, Loopbackn
172.16.30.0 [L20/2] wia 172.16.2000.2, &0:00:04, Serial0sd
17216200 [120/2] wia 172.16.1%0.15

172.16.10.0 [L20/2] wia 172.16.1000.2, &0:00:04, Serial0sd
172161000 [12042] s directly connected, SerialDsn

m oo om o omomo oy M

Tanskirg ab the bwir curputs, can yon tell why wsers con'’t goeess 172016, 20,07

Uhe debug ourpur shows thar netwock 172,16, 2000 2 one hop away and being reccived on
seria W0 broem 172,10, 10002, By checking oot the show ip route corput, vou can ser that
packets wich a destinadion of 172, 16,2000 are being sent to 172,16, 150.15 because of a starc
rowfe. Thie itpor alse showes that T72 101300005 direetly conmiectedd s FastFrlernet 300 aml
nmevaock 172,16.20.0 1= out serial 0,

Enabling RIPv2 on Our Internetwork

Fefore wie rmowe on b Chapter 7 aml conbigurs FIGRT ool OAFF, Twant ro enable RIP2 on
our rourcrs, IOl only take a second. Here are my confipurations:

Corpteonfig t
Corploconfigli#router rip



Werifying Your Configurations k)

Corplconfig-router lfversion 2
Corplconfig-router)# £

Ri#config t
RifconTigi#router rip
RL(config-router fversion 2
RLifconfig-routerl# £

R2#config t

Enter configuration commands, one per line. End with CHTL/Z.
R2(configi¥router rip

R2{conTig-routerl¥version 2

R2(config-router 16~F

For the B35 rionater, Tiose chicked the Version hatron and chalon] OF, Thome,
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&7 econfig t
arilvelcontigiérouter rip

EF W config-router)fversion 2
ariveCconfig-routeri# &
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Thes was probubly the epsiest contigueation we have done i thie ook so far, Tet s see if we
can find a ditference in our routing tables, Here's the B3 router™s routing table now:

1.0.0.034 is subnetted, 12 subnets
10.1.11.0 is directly connected, FastEtharnetl/s1
101100 is directly connected, FastEthernetDsn
10.1.9.0 [120/2] wia 10.1.5.1, Od:0d:23, Serial0sdsl
10.1.8.0 [12042] wia 10.1.5.1, O0:00:23, Serialdsnsl
10.1.12.0 [12001] wia 10.1.11.2, O0:00:18. FastEthernetls1
10. [12041] wia 10.1.5.1, O0:00:23, Serialdsnsl
10. [L20/1] wia 10.1.5.1, Od:dd:23, Serial0sdsl
10. [12041] wia 10.1.5.1, O0:00:23, Serialdsnsl
10. [L20/2] wia 10.1.5.1, Od:00:23, Serial0sdsl
10. [12042] wia 10.1.5.1, O0:00:23, Serialdsnsl
1a. iz diractly connected, Serial0f0/1
10. [12041] wia 10.1.5.1, O0:00:23, Serialdsnsl

m™yomom mE @moEoEmoE M T
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Well—lonsks thee siarne po mes T geoingg v boen ome deboggengs aned see iF thar showes us any-
thing new:

“Mar 1T 19:34:00.123: RIP: sending w2 wpdate to 224.0.0.% wia
Serial0dsON (1D.1.5.2)

AMar 17 19:34:00.123: RIF: build update entries

*Mar 17 19:34:00.123: 13.1.10.0/24 wia §.0.0.0, setric 1, tag 0

fMar 17 19:34:00,123: 10.1.11.0/24 wia ©.0.0.0, metric 1, tag O

*Mar 17 19:34:00.123: 1F.1.12.0/74 wia 9.0.0.0, setric 2, tag Ocal

“Mar 1T 19:34:03.795: RIP: received w2 update from 10.1.5.1 on
Serqialds0fqN

[output cut]

Birgeesl Lok ot that! The networks are o0l beang silvertisel every 30 seconcds, bor they're
now sending the adverdsements as v 2 and a5 a mulocast address of 2240004 Lec's take a look
at the show ip protocols outpor:

Ri#gsh ip protocols

Routing Protocol is “rip”
Cutgoing update filter 1ist for all interfaces is not set
Incoming update Tilver Tist for all interfaces is not set
Zending updates every 30 seconds, mext due in 27 seconds
Invalid after LB0 seconds, hold down 18O, Flushed after 240
Redistributing: rip
Dafault wersiom contral: send wersiom 2, receive wversion 2
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Intarface Fend  Recy  Triogersd RIP Key-chain
FastEthernetl/L F) 2
Barialisogl 2 z

Autamatic netwnrk summarization is not in effect
Maximum path: 4
Routing for Networks:

10.0.0.0

Fassive Interfacels):
FastEthernetl/ 0
Seriala/ngm

Routing Information Sources:
Gataway [Distance Last Update
F.1.11.2 120¢ [ ]
10.1.5.1 120 I HUHEN

Distance: {default is 1207

We are nonw sencing and receiving RTMZ, Mhice when things weorls oot well, ok You're

ready now to move on o che next chapeer!

Summary

This chaprer wovere] TI rauting incdetal, 1% exeremely snportane that oo really onderseand
the basics we covered in chis chapter because evervihing that's done on a Cisco rourer typically
will Turwe sorme type of T routing conbigurad and runming.

You learned in thiz chapter hosar IP routing uses frames oo transport packers betwooen rour-
ers anil po the distivaien host, From chere, we conbigred seatic routing on our rioters anild
dizcuzsed che administrative distance wsed by WP oo determine the best roure to a destinadion
network. I v have a stub network, vou can comfigure detaolt ronting, which sets the gare-

way of last resort on a rourer.
W then discwssed dyramic routing incdesal, speehically RIT and e it weorks cacan intermet-

work (ot welll, We finished by veritving BIFP and chen adding BIFvZ oo our Litle inrermetanork.

Ta bl et chuaprer, we I continoe onwirh dvssmnie routing by discossing EIGRT and O5TF.

Exam Essentials

Understand the basic P routing process,  You nced to remember that the frame changes ar
g bsp but thar the packet s never changed or manipulated iooany sy unnl e reaches the

destinatien device.
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Undlerstamd that MAC addresses are always local. A MAC (haridware] wildress will only e
used on a local LAM, It will never pass a router’s interface.

Understand thar a frame carrics a packet to ooly two places, A frame uses MAL (hard-
ware] addresses to send a packet on a LAM. The frame will rake the packet to cither a lvost an
the TAT ar o rowter™s inerface iF the packer w destined for o remete nebwork

Understand how o confipure BLP routing. Lo configure BIF rouding, frst you muosc be in
glohal comfiguration mele anl then vou fype the corroraml router Fip. Then vou add all
directly connecred networks, making sure oo use the classful address,

Kemember how to verify BLP rouding,  LThe show ip route commmand will provide vou with
the contents of the routing tablde, An R on the lefr side of the table mdicates o RTP-Feoned rite,

‘The debug ip rip command will show vou BIF updates being sent and received on vour
respiter, TH vom sew o rowke wath o merme of 16, char rowte 15 comsileral dowen.

Kemember the differences betoreen BIPL and KIPv2,  BAPv] sends broadoases every 30 soc-
angls ] b an ATY b T2, RIP 2 senals eronlticssts (224 000,50 every 30 seconcds ancd also has
an AL af 1200 BIP2 sends subner mask informarion with che route updarcs, which allows i
torsupprt chivssless nerworks and discontiguons networke, RIME also supports aothenticn-
tion beoween rourers and RI1Pv1 docs nor.

Written Lab 6

Write the answers to the Blliswing questions:

T Creste astatic rote to network T72 161000024 with a nest-hop gatesway of 172,176,201
and an administracive distance of 150,

2. Froen che ST vou have just enabled RTF gl the passive-interface box for vour serl
interface is unchocked. Whar docs chis means

3. What command will vou ovpe o creare a default route oo L72.16.40.12
4, If vou are wsing defavle roudng, whar command must also be wsed?

5 Youwould use a default route on which orpe of networks

6. Tusee the routing table cnypowe rowter, what commund wall vou pse?

T When cresting aseatic or defaunlf route, you don™ have toose che nest-hop TP adidres; you
can use the

8 lruc/False: Vo reach a destinaden host, vou muose know the MAC address of the remete
T,

9. TrueFalse: Toresch o destirsmion host, wom ronest ko thie TP acdilress of the reencite host.

10 Tt ovown haree o TOEF seral imrertace, what commamd roest yon enter for that inierbase
to warks
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1. Write the cormrsmcds geed roctorn BRIF rooningg ancoin a2 rooter ancd sulvertise nedwork

LI RERARIN
12, Write the corraramds pa stup o touter trom propagating RTF intormation oo seral 1.
13, What works with criggered updates to help stop rouring Ioops in distance-vocmor neparcrks?

14, What stops routing loops in distance-vecror networks by sending out a maximuom hop
winend as suen s a lnk bnls§

15. What stops routing loops in distance-vecror networks by nor resending information
Tearrmed ancan interface ot that e inferfage?

16, Wit commmmned s psed fosencd RTF rowtings upilates as they are sent and received on the
roncer to the consale session?

{The auswers o Written Lab & cax be fownd following the answers to the revieir guestions
Jor bty chapier,)

Hands-on Labs

Tro chie fesllevwing, Taneds-com Db, vou will contigurs o network with three rooters.

Tha hands-on labs in this section is ingluded for uss with real Cleze routers,
1§ e arer using sofweare frorm RouterSim or Sybes, please use the baneds-on

labs found in those programs.

Uhiz chaprer includes:
Tabs &9 Creating fratic Routes
Lab &.2: Configuring FIF Eoutng

Figawre 0,17 sl be vl ver coombigure all rowters.

FIGURE g8.17 Hards-an laks intermeshaork

a0/ {OGE)
o [DCE] 1| s S N ‘ifl"l'-' T
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Talle a5 showes our T aaldresses for each rowter (ench mtertace uses a 224 mask].

TABLE 8.5 Ciur IF Arlddresses

Router Interface IF Address
Lak_&, Fo 1/2.16.10.7
Laks A F080 172 AR
Lab B Sax 10216, 302
Lab B S04 172 AR.30.1
Lak Sax 1/216.50.2
Lak Falh 172 A6.40.1

Thize labe were written withoor psing the TAN mterbice on the Tab_B rooter, Yoo can
choose to add that LAN inoo the labs if necessary.

Hands-on Lab 6.1: Creating Static Routes

Troghes Laby, wo sl ereate o static rowte inoall chree routers sothare the routers see all nerworks,
Verify wich the Ping program when complete.
1. TheTab_A roorer s commected roobeeo nerworks, 1720168 1000 md 17216, 20,00 Vi need
to add routes to nerworks 172163000 and 172,016,400,
Lah_ANconfig t
Lab_a{configl#ip route 172.16.30.0 255,2535.255.0
172_16.20.2

Lab_A{configl#ip route 1T2.16.40.0 255,255.255.0
172 16.20.2

2. Gave the corrent conbiguration bor the Lab_ A& rovter by goongs e the privileged male, feping
copy run start, and peossing Encer.

3. Onche Lab_B couer, you have dirccr connections to networks 172 16,2000 and
172 0A 30000, Yo need ool rogtes b networks 172061000 med 172016 40,0,
Lah_BE#confipg t
Lab_B{config)f#ip route 172_16.10.0 255.255.255.0

172 16.20.1
Lab_B{config)f#ip route 172_16.40.0 255.255.255.0
172, 16.30,2
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Fave the current conbiguration for router Lab_B by poing tie the enabled rmesde, reping
copy run start, and pressing Encer,
T Bosrer Tab_ O oreare a stanie rouge teoses nebaorks 172170100 aned 17216200,
which are nar direct’y connecred. Creare staric roures s thar Rourer Lah_C can see all
networks, as shown here:
Lab_C¥econfig t
Labh C{configl#ip route 172.16.10.0 255,255.235.0

172.16.30.1
Lab_C{config)tip route 172.16.20.0 255.255.255.0

1rz.16.30.1

Fave the current conbiguration for Rowter Z50TF by going o che enable e, typing
copy run start, and pressing Encer,
Check vour routing talles o make sure all four nerwerks show up,

Morw pingg broem each router tipoue boses and from each roorer fo e roorer, THi s s
up cocrectly, i will work.

Hands-on Lab 6.2: Configuring RIP Routing

Irr this Lk wee il mse che demarme ronting: protescl R instei] of static routing.

Rernowe any staniv routes or defanlt rootes configured on vior riiers by osing theno 1p
route command. For example, here is hoswr vou would remeove the static routes on e
Tal A ronter:
Lab_A¥config t
Labh Al{configl#no ip route LT2.16.30.0 255.255.255.0

172 16.20.2

Lab Alconfigl#ne ip route LF2.16.40.0 255.255.255.0
172.16.20.2

Do the sarme thing for rourers Lab_Iand Lab_ 0 Werity char only vour dicectdy connected
nefworks are inthe routing tables,

Mfrer vour stadic and defaule roures are clear, go into configuration mode on Kourer
Tab_A by tvping config €,

Tell vor roaster tox use RIF rovting, by cepang router Fipoand presing Enter, as shown here:
config t

router rip

Mdd the neowork number vou want to advertize by typing network 172.16.0,0 and
pressing Enger,

Press Crele b gt vt o comfiguration rmele,



Ll Chapter & - IF Routing

6. Caovo romters Lab_Foaned Tab_Caned type the some commands, as shown here:
Config t
Router rip
network 172.16.0.0

T Werify thar BAV iz running at cach router by tvping the following commands ac cach

TALITET
show ip protocals
show ip route
show runming-config or show run
8. Ssave vour configurations by typing copy run start or copy running-config startup-
config and pressing Frter at each rowter.

9. Verity the network by pinging all rerote necworks and hoses.
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Review Questions

The forllmawing muestinns are desigred totest your understancding of this
chaptar's meteral. For more information on how to get sadditional ques-

ticns. plessa g22 this ook's Introduction.

1. Meowock 206 1435350 was assigned oo che Acme Company oo coanect o i I8P, The adinin-
istraror of Acme would like to configure one ronter with the commands fo access the Infermet,
Which commands could be configured o the Garway routcs o allow Inceenet acccss w the
entite nerweork ? (Chonss twnl)

A. Gateway(configl#ip route 0.0.0.0 O,0,0.0 206.143.5.2
B. Gateway(configlé#router rip
Lateway(conTig-router}¥network 204.143.5.0
C. Gateway(configlé#router rip
Gateway[config-router )¥network 206.143.5.0 default
D. Gateway(configitip route 206.143.5.0 255.255_255.0 default
E. Gateway(config)#ip default-network 206.143.5.0
2. Whar command iz wscd o soep BIP routing updancs from cxiting out an inectace bur sl allow
the inferface o receive RIF route opdares?
A. Routerfconfig-ifl#no routing
B. Routerf{config-ifl#passive-interface
C. Routerfconfig-routerl¥passive-interface s0
0. Router{config-routerl}#no routing updates
3. Which of the following starcments acc eue regaeding the conuwwand ip route 172.16.4.0
255.255.755.0 192.168.4. 27 (Choose rwen, |
A The command is vsed to csuallish a sarie soune,
The detawle adiminizisaive distance is used.
The command is used to configere che defauls roore.
The snbnst mask for the sooree address 15 295, 2552550

moom

The command 15 nsed to =s=aklish a stk netwnrk,
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4. What destinaron adidresses wall ke ased by Hose & socsend data rothe FUTTFS server a5 shivam
i the tollewing neowork? [Choose peall

Ruiiter

HostA

The IF adidress of the switch

The WAL address of she reminze sanrch
The IF adidress of the FUTTPS server

The WAL address of she FUTTPS server
The IF adidress of Booarer s Faddil mrerface

Thi: %A addiess of Boarer A% Fallil iarerkacs

Cluicly b dee Followsing is wae separding the foblowing outpei? [ Choose teol)
6 16: RTP: received w1 update from 192168407 on Seriali sl
0616 182,165,500 in 16 hops (inaccessible)

:06:40: RIP: sending vl update to 255.255.255.255 wia
FastEthernesd/ 0 (192.168.30.1)

:06:40: RIP: build update entries

OG=40: netwark 192 168, 20.0 metric 1

HILHEITH netwark 192.168.40.0 metric 1

OG=40: netwark 192 168.50.0 metric 16

:06:40: RIP: sending vl update to 255.255.255.255 wia Serialdsl
(192 168.40.1)

Soe g Mmoo R

EEEEER

There ace theee wmreckaces oo the councr participacing vy this updace.

A,

B. A ping o 192 1a8 5001 will be sucocsafal.

C. There are ar least two poarers exchangiog mbosmatio.
D

A opiog o 192 163402 will be succesaiul

6. "What = splir homienn?

Ao [ndeomation abour o voute should nor be seor back oche diccetion e which dhe osiginal
npclare carme,

B. It splis rhe sraffic when yoa have a large bos (horzon ) physieal nereaork,
C. [t holds the regular wpdares bem beoadcasting tooa dowined Lok,

0. [t provonts cepular wpdare messagces oo eeinazacing & eewte that las goene dovns
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T Which of the follosimg wecanled be troe of Flovst& rs eeping tocomminnacate to Hlost B and mterface
Frd el Boouzer gecs down? [Choose paol)

Ruiter& EniterB Aoilerd

o
o

Hrzkh Hietl
A lonrers will use an OB to inform HlessA that Hoseli cannor be reachsd.
B. toorers will use LCME roimform Booger s that Hosel canmor be reached,

C. Bourcr will use DEMT o intocin Hose, Boutes, and Boutee B thar HostB camoet
he reached.

O, loorerd: will sened a cdesainanon onreachahle message rpe.
E. lowrerd: will sened a ronter selection message tepe.

F lowrerd: will sened a sooree quench massage repe.

B Which starcmcar s ceue vepaeding classless routing protocels? [ Chaose twol)
B The nse of discomtizons networks wnet alloeesd.
B. The nse nf variable lengrh subnar maske s permisad,
€ I i a claseless ronnng protocnl,
D, IGRT soppoos classless couring within the same auionenoeus sysrcan.
E. RIP+2 supporcts classloss mowtiag.
4. Which two of the fallowing are rroe reparding the dhstancy vecror and link srate roating
protocolss

Ao Link stare scnds s cemplere couting table our all active inrerhaccs oo peciodic tone
imtervals.

B. 1Mstancy vector sencs irs complets roating rahle our all achive imterfaces on penodse
Lume ntervals,

C. Liak stare scnds updares contaiondng the stae of i owa links o all roapes ia the
imternerwork,

O, 1stance vector sencds opdares conraiming the stare of s oveen Tnbes w2l reasrers e the
inreenerork,
1. Which command displays RIF roonmg opadates?
A. shaw ip route
B. debug ip rip
C. show protocols
0. debug ip route
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1.

12.

13.

14,

15.

Chapter & - IF Routing

What dows RIFvE pse rooprevens ronong Tnops? (0 hoose rae, )
A, CIDR

B. Splic bocizan
€. Aunthenticaron
0. Classless masking
E. Holddown dosers

A nerwnrk admimseraror viewss the oorpor from the show §p routa command, A nereork thar s

advertiscd be bad BIF and IORDP appoaus ot rouciag ralle Hagped as an IGRP touce. Why is the
B e b thas mesbwends mant nsesd imothe reasting; rable?

Ao DTGRP bas o kaseer apdace doee,

B. 1GHE has a loower adminstranve distanoee.
€. K1 has a hagher merric valae for thar roae,
0. ‘The K31LP ronre has fewer hoqe,

E. ‘The RIF path kas a roorng Toep,

Tou rype diebog ip Fip on yoor roorer console and ses char 1720161000 15 basings advermsed
e vou with a mereic of Lo, Wha docs this mean?

B The ronre 12 16 hops awav.

B. The coure has o delay of 1o micvascconds.

G The coute is maccesaible,

0. ‘The roore = quenad as 16 messages a secomd.

TGRT uses which of the following as delault paraietees boe lodiog the best pach to a veimene
netwnrk # Chnose rai

A. Hap counr

B. s

€. Comularve snrerface delav

o s

E. VMath bandwulth value

I'he Crporate ronrer recetves an I packer wirh a soorce IF acddress of 192068214, 20 and a
destnarion addicss of 192168225, Looking ar che ourpur boom the Coaporare mourer, what
wall the rowrer diowith this packer?

Carp#sh dip route

[output cut]

E 192 1682150 [120/2] wia 192 1682002, 00:=00:23, Seriali/fd0

192,168, 115.0 [120/1] wia 192.168.20.2, 00:00:23, Serialdsd

192,166, 30.0 [120/1] wia 192 .168.20.2, 00:00:73, Serialdsn

192,168, 20.0 15 directly conmected, Seriallsn

192 16E.214.0 is directly connected, FastEthernetd/ 0

L I = )
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B The pacher will ke dhscardesd,

B. 1he pacher will ke ronresd out the 30001 interfacs,

€. The rovrer will broadease leaking for the destimation,

D. The packer will be courod cur the Faddd Wecface,

It yoww vouciog, table has a siacic, o RIF, aod an IGRP roaee oo the saome acvaask, which voure
will be vl oo ronare packess by defanles

Al Aoy avallalle vouce

B. ERIP toute

C. Static ronre

D, P ronre

E. They wall all Inad halance,

e have the follivenng routing table, Whach of the following nereeorks wnll noe be placed
rhe naighbaor ronnng rable?

B 192.168.310.0/24 [120/1] wia 182.168.40.1, D0:00:12, Serialo

C 192 168.40.0/24 45 directly connectad, Seriall
172.16.0.0/24 is subnetted, 1 subnets

C 172.16,30,0 45 directly connected, LoopbackO

R 192.168.20.0+24 [120/1] wia 19%2.1GE.40.1, 00:00:12, Seriald

R 10.0.0.0/8 [120/15] wia 192.16E.40.1, 00:00:07, Seriald

C 192 165.50.0/24 i5 directly connectad, Ethernetl

B 172140400
B. 142 106K LD
C. T

O. Al of them will ke placed in rhe neighbor ronnmg rahle,

Py connecred ronspers are comfipmred worh 1RIP rouning, Whar wall be the resals when a ronster

goggives o pouring updare dhar contains a ligher-cesatr path we s neraock already in s couting tabler

A The npadated informanon will be adeded 1o the exisrng touting table,

B. 1The npadate will ke ypmaored and no furrher acnion will gccnor,

C. The updared intavmaron will replace the extsting teuting table cooe.

0. The existiag owting table cooy will be delered beaim the veuning table and all vouccss weill
pxchange ronnng updares so reach converpence.

What s roume poisoning?

B Ir semids back rhe prosecnl recedved from a ronter as a poason pll, which srops the
repular npadates,

m

o is dndowmarion voceived fromna vouter that can’ be sear back e the eoiginaiing rounc.

o

It provens regulas wpdare messages oo celnstating @ voute thar has juso come up.
D, [r desceibes wlhcn o pewcer sees the menic boe o dowaed ik o iatinicy,
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20, Which of she follieang is troe regarching K1PeEs
Ao Lo bas a lower adiinisoenive distanee tan RIPLL
B. [rconverpes faston than BIM .
€. Ir has the same rimers a5 1P,

0. [ris harder to contiguee than RIML
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Answers to Review Questions

.

12.

13

A G There e acteally thace ditlerenr wavs oo configuse e sane detault souce, ar only pao
e abirwen i the anseace, Floar, vou can ser o detaado vowee wich choe 00000 0000000 mask and then
specihy the nexrn hap, as ooaonsaer Ao O yea con wse 000000 00000000 and use che exir bateckace

wrsteacl of the nesct hop, Frnallv, von can mee answeer Gewarh the §p defaul t-network command,

L The {config-routerifpassive-1interface command smips nmdates from heang sent oo
ann intectace, but courc updares acc snill recelved.

A B Althongh answer 13 almosr sseme right, o is nosg the mask s the mask vsed onche remiose
aeraask, aor te soarce netwock, Since thees i oo oumibcr at the cad of the soatic coure, i is
using che defanlt admimisrrative disrance of 1.

U P The swarches ars nos used as either a defanlt pareway or orher destinanon. Swirches have
aothing o doowith couting,. I s vovy unpoctant o reember thac the descinanion MAC addicss
will alweaye be the router's inrerface. The dessinanon acddress of a frame, from PlossA, wall be
e MALC addeess of the FOVD iapeckace of RouceA, The destinacion addeess of a packer will
b thas 1P aclelress of the netwinrl interface card (MO of the HTTPS server, The destinanon
rort number in the sermene header will have a2 valoe of 34035 (0TS,

Lo 1 The ronre ree 192 T8 5000w nmreachable and onlv interfaces s and Fastbishamer
(Wil are parniciparing in the RIP apdare. Sinee a eoore upeare weas received, ar lpast rao rourers
are pacticiparing ia the BIP reuning precess. Since a voute apdate fos ncpwock 192 168400015
Fesimg sent cor HEO amdd a roore was recetved from VR TERAHLL, we can assume a pimg to rthar
address will be spccesstul.

Al A split homenn will nest advartise 2 route bacl to the same ronrer ar learned the route from,

A1y, HeaarerDwnll ase OB R toomform FlostA that HostB cannot be reachesd, 1wl perbarm
s by scnding o destination uarcachalle TEMP message tepe.

li, 1. Classfal ronmng means that 2l hoses snthe imtermerarords ose the came mask, Classless
souting oeans thar vou can wac Variable Lengrh Subaer Masks (VLS Ms) aod can also suppoar
clisenntiganms nerworking.

li, O The dhstancs vecror roneing proroco] sends s complere roating table our all acnive infer
Yaccs ar perlodic dme iorcsvals, Link-stare couring prorocals send vpdares coatainiog che scace
of ars oaen hinkes toall roorers oo the intermesaorl

E Debug ip ripis wsed oooshow the laeener Preeoce] (I Boung lnbovmarion Protocal
LI apdates being sent and recesved on the rourer,

B, o REPE pees the same timers anad loopoavoadanee sehemes as BIP T, Sphie horzoen vnsed
men stop an upidate from being sene onr the same irerfaee i was recesved on, Holddessn simers
alleaw tione bov @ nevwcak vo becoune stable in the case of o Happuog lnk.

i RIF has an admimisrrative destames CAL of 120, wehile IGER1 has an adminesrative disrance
ek LO0, g0 the veuree will discasd any couce with a higlee AD than 100,

oW oa oot have 1o hops o a RIP peverock by detaule, I vou receive a vouce advertsed
wirh a metre of 1o, this means e s inaccesss ble,
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14.

16

17
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L b TG E ases bandwadrh and delay of the e, by defaolt, 1o determine the hest path fo0a
cinane actworks Delay of the line can sometimes be calbed the cumlarive weilace delay.

A, Simoes the rosting rahle shovas nooroote toche 122006822 00 nerwork, the roorer wall dhseard
e packes and send an TOMT dessinarion nnreachakle mesaage oot inrertace FasrPrherner 000,
weltich s the source LAM where the packer onginared Eoou.

O Rraric oares have an adimindsiarve distance of 1 by debaale Unloss vow cluange this, a siatic
rore wnt ] always be vsed over anv other found route, TGP has an adminisrative disrance of
1y, and KN has an admimisrrative disrance of 120 by defauls,

U The neswnrle 100000 canning be placed in the next roorer™s routing table becanse o
alvcady s ac 13 hops, One move Lo weould make the soare 16 hops, aod thar is pot valid
n KIF networiing.

B When a voutdog apdace is reccived by o pcwcer, the voucer issr cleecks the admiosoacive
chistanae A1) and always chooses che roats wirh che loweess AL Hoveesver, 1f base ronres are
seceived and they both have the saome ALY, thea the courer will cleoose the ane iewe with the
Teveessr mastrics, o in RIS case, hop connr.

13, Amnarher wav rooavead problems cansed by imcnnsisrent updates and roosrop network Toops
5 voute poisoting. When @ acvaark gecs doan, the distance-vecoor pouting protoco] lniiancs
e povisnning by advernising the neswork wich 2 metre of 16, or enreachable Somerimes
sefesved to as safiaitel.

CORIP2 G opreony oouch jus Likoe BIPw L e b dse sane adosindsteadve distance aod thoees aond
ww comfigred just lils RIFe 1.
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Answers to Written Lab 6

1. ip route 172.16.10.0 255.255,.255.0 172.16.20.1 150

2. If the box next to an interface is unchecked, this means that passive-ineerface will not be
wsedl amd TIT wall be sent and received om that interface.

ip route O0.0.0 0.0.0.0 172.16.40.1
Bouter{configidip classless

Stub netarork

3
4
5
6. FRouter#show ip route
7 Exit incerface

8. Falze, The MAC address would be the router interface, nor che remote hose,
9 True

1. Boutericonfig-ifidclock rate speed

M. Bouter rip, network 10,000

12. Router rip, passiwe-interface sl

12. Holddown timers

14, Rowte paisoming

18. Split horizon

16. debug ip rip






